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Павел Мальцев <pmalcev@gmail.com>

Harma Team
Писем: 16

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 17:58
Кому: Павел Мальцев <pmalcev@gmail.com>

The key is complete 
 
If the file is not reopened, a new 
ID has been found and should be 
checked 
 
This requires payment

Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 18:01
Кому: mencryptor@tutanota.com

I already paid a lot already.
How to understand that there is still an identifier?
This key is for which ID?

пн, 12 окт. 2020 г. в 17:58, <mencryptor@tutanota.com>:
[Цитируемый текст скрыт]

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 18:16
Кому: Павел Мальцев <pmalcev@gmail.com>

This key is for the previous two 
identifiers 
 
The ransomware works in such a 
way that it changes the key if it is 
not reopened within the specified 
time 
 
And now it has happened 
But this time your last payment 
will be for the last key 
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So do not waste time

12 Oct 2020, 18:31 by pmalcev@gmail.com:
[Цитируемый текст скрыт]

Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 18:46
Кому: mencryptor@tutanota.com

The sent key does not fit. The format does not match. Photo as an attachment.

Send the key that will decrypt ID 3E8A2508 as we agreed. I paid for it by believing you and ask you to reset the valid
key again.

пн, 12 окт. 2020 г. в 18:16, <mencryptor@tutanota.com>:
[Цитируемый текст скрыт]

изображение_viber_2020-10-12_18-43-09.jpg
241K

Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 19:13
Кому: mencryptor@tutanota.com

Send as you promised a working key for key ID 3E8A2508 in telegrams.
Trust me there is no more money. I cannot translate anything for you. You made me a poor man.
I don't want to waste my time on forums and post information about you and correspondence there. But if I cannot
decrypt the files, then I will do it for principle.
I believed you 3 times and I hope that you are a man of your word.

пн, 12 окт. 2020 г. в 18:46, Павел Мальцев <pmalcev@gmail.com>:
[Цитируемый текст скрыт]

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 19:25
Кому: Павел Мальцев <pmalcev@gmail.com>

The key is perfect and flawless 
 
Each file with this key that 
contains two IDs will be reopened 
 
Your files are most likely infected 
with another item 
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We promise that this will be your 
last payment

12 Oct 2020, 19:43 by pmalcev@gmail.com:
[Цитируемый текст скрыт]

Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 19:39
Кому: mencryptor@tutanota.com

I trusted you 3 times and still couldn't recover the files. I'm over it. There is no money, and even if there were, I would
not have paid.
Vata attitude towards people who trusted you is short-sighted. This will be a lesson for me.
And believe me, nothing goes without a trace and the boomerang will return to you. And I can survive. I will work and
not deceive people.
I'm waiting for the key until tomorrow morning. Then I will turn to freelancers to quickly write topics with our
correspondence and your approach to providing the key after payment.
You decide.

пн, 12 окт. 2020 г. в 19:25, <mencryptor@tutanota.com>:
[Цитируемый текст скрыт]

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 19:43
Кому: Павел Мальцев <pmalcev@gmail.com>

You can not succeed by 
threatening 
 
I sent you the key and I am doing 
this for the third time 
 
Your payment was not on time 
and this key will only reopen two 
IDs 
 
We do not need your key to put a 
hat on your head 
 
It is better to have the last 
payment so that all the files will be 
reopened within the next hour 
Only one hour

mailto:pmalcev@gmail.com
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12 Oct 2020, 20:09 by pmalcev@gmail.com:
[Цитируемый текст скрыт]

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 19:45
Кому: Павел Мальцев <pmalcev@gmail.com>

QAAAADBz78EDNnK2+H2XlcK94/kM7xieaK8Q5W3eshECIhHDOQLht6dIpYW+WOvnSVZBDjhy0+
NFaupiDBGoEgpr3R2W4hw/Xr4LbcjnolVMn6koLO0GcnV+T9NzK3VqNluFCrPtFAIycHrNd6Q6wv
mkNuoH6HwmMMsJE/1KDDscrbWFnQ0Tb3/Rl2W8ZoT7Y3QT5ZD/kQflpsNizkv0etM2uczE20HAUJk4fp
6jp+TakduLQ0bDUxBak66bx1I5Sy/yLJVFa/D8qBC6DqymScPqJlsr35V7f+Cb9BjV7hfgJtu5jj1ayv2c8PhWZfGMak+
2YUtEXn0Sr82eY58TKBkYWrPIjd0yD02V515+CteH2/roPCJ8jeM+kn3/xvTTf4rArz0sAs97LCXt/
AR7DSmWXqQ9VkGKmjnlD+tTmOf9u39yc/bNAIb4e8CyO6/yOe6VgkrAeK+lYQY6Z/GlAGY3VHq/SR+
5MaWQUb5cHft7Jtd3xTtl9jKqCn3IiyXdF++d0sztYh/5tszlfNtHZ1kIDdsujtb+Kimwnb2NZI9KckYxF1RjsgNkEKdIYo
d1h35Ry0yarAkugYMpjWHv5/1HEGLw2uamNHUPhlJTyLM85712puJyaJ5oAbcwVM1P/
AyP7ix9et1Film9RAwWdUEJvI/sMHFutnldoQtvOITm7epemEnKpjYmPmZ0KyIQir9jmBELYsd3kWLuqkXzDRA
nbkUh4/BWEPclyDFLLkThJN+rdK5roEyDfv+lVPMqewoAJnp4/3ni946LQoR3ZG0p44VMPQnbE+
Xvl1Z3Lzsdhuurg0ukEkB8u5fq/dYjbHXCYevub2wnFsrSvpJPFJZ4kKRx3UmhgM7gsz7irDWT6uw1nM861ezU+
SxOclxmD33fzpxCXQpXcggu5kyBBzWlPMJzk9B/bmwfquy/RMRYvzG4WX4j7hh72yuvaadRsOZvrM
5Q9Xpc/cHpwpccZ/oMw4Hbj0HXjn7GdEW69J0jMaWqCdbDZVSyARNRM2OIaBlWrzPh1kDJu6WEkU
G4nZnHiuO851+AzUCb8FYObIDJSG12PZhaDJaBBCVi7axTSHbjZp/12zCZwaiVq9s302TPTRKXKEflpaf0f
dyKeGDOACGjjmT/owp9B4dkN0t7j2qK5rWf5mgAf4LDgCB0I6Y4N2bSoDsC5kksIC7qgL1FIn91
Uf2TGu1jKIbMus8UG6tOgQRLQ8zRDA17xiN5+Fib4H71QG3zCgzlaf4qg/IlVM2MD2wYnjqmk94naw286UFh5tZ5
M1JwS3p13HN6T3ZKYoKPtwjF9aMPvRCH50KZi2vrRWpQfJo+OTyEdX4ttdlOoks701HqXXz5MWx0OWru8lLfL+
cxIdaojdmaglIdolsbpkiWe0diWV2uRLjQDkgekt/pHf9/8L3lQ3ml13f/reTsOv/p1j+I1MMJxJwu219/
WfqWN7Lxh7M2k7r1GDtVJ2j8pmLeUT3dnHc8pylDF7ZOy3LDGYI4kSzLnKDU8Tp1QyZggY2UKHxxST/M6v+
heRPFwhuiTKgxfUHrcszJT3tRpP8bbMD2WGBAHWrz7XVo0OELaMoCfQj7ZyyDlG+
mXLtweeQ801LwniO91le0U2rbQaEucrMmGwqLdRdtZWcaCCioCVERtLYhS+JFJXriCVFoFS/
UgatcB7tMQ0YCb4tv9VwyARtVZXpF8pFRbfeOP76hB3quZDM1Y+mo8jSYaDCcfwyGn0R7ZVoEDdLudmq9
JjPWkdT/Sni06AGWDjNsMgCZ5Bs/BiUR9n7wj+tLl9arEpM1zP3OJmKHkIdGhDTajK7F
TO0ycMqM8ca1nogPB5MmtBC0Xs8FbP+Drs7HsYJdidPhrVvXuUOK3Ncs+jZwxsrWqmZxgMbLrNhOivpVXOiqJJZ
BBpp472tD1Sf1jo5VGikym3ZgsDwrZJiE7UjYodMA9lTyolvW8aApHUIM8zT05zKsVQcO4K4IugSMz5jiHnhP2/
ueZpiE1sA6+Oo6knryQDKEu+E3Oad8Qun7SbQJx1YDwe1m8xAaH9AQO4yVY086rh2u5vhWdArNhuZSRP/
w84vBaCJMd/ljKYRH4W3r+ClNwr1O/IFVK32XF3bvsBMtD4BGPzgAvWCtECoRC+BvdZWEUZ3QZpnLsfp+
8PAgMfMFriFXyNVxIh15PQicqQFIITx0jMnoO7yDKYD7Zru8mBmdP60vrcP2R/grHHTBJq/
hAOA2gNhwpqKq136mft70o4iDNI4RHJMGS6zh8sMMgMwc3UNUBg4qKztcMTx
s9gdi2PzcO1wsOkjusJKApAH6HfvL8X50FKpSxPKcZD9xohXE/37MI4oAq9dGeOT4Tx0Ytx8mYbrfQ1B
M4prCmw3TiAJ11hP0wp4BIDYEbzY1+L8vhun2eGYyGe1YcK/+oh8u0eBRUS6V6neCkX5i/kr0HQkoV+
sSG14Mto8nfskqoZ0qxLUTZucBglno1TS2QZGax7ANJA7wl3ETpxC8PY2teIzgn7ofwtq+
FsBeSEIKQW0OR1xuVdmaWistv63jgKlWG1ECfITaQpmVuVWVLvxJjNOH2Qrb
mBDm67Q4O5E7FZBxVNwsTKCJjaC/goCOSdPWu7KzSwKtvCMLruVMBV2qgjPSp9FWYc+Bl3QYIk/SyY2N6+
VBlXQNLHxN4SpPIkRMM7dKSNKODcg50ecFzzrYbo6QdipTysT1DHLd65V6z4c5rjzTcn1azySt7/nJnsCm41YA0RR+
7b5BrTzH4FCLJe4cmZ41+pi90vQieMH3D82MjtFZ/5jpnzmJbrhB6RUMxsYEgz2HWO2T1e2
LK0Nc5XrtbuI2LeeQN649LzdKhtEAJAOyEk5iNfkuU8b7UI1xnHX1uEeUN02ZtGc5ZilYEey7Sangmd1zyOhtazJTr
04E51Uu+MZrRnSc8Lc0z9Nqbv+tgCYiu2hJ2rmhWLJjOI/3rZR8ObKLAI9kmCmheO4ZHCqq8cTlk
osnfarmBDMxvLO3/FAYhXsNa2mcEiAwUbcZuXK2t7IsfVzauJHmieJRDXeyV7p66cHE/
KcZzM3sDrBmq5jcGgnostifTPzJVKcgWmQHa1892ucOzvAxN40CGLzUnX1A5wccIp6TccqBX/
IEWecryfug5uPEmGUNuJZjwaP7QGzbWAqh0rawJB/4mirgrDdrvUjHZeJB07Ucphdbi0Xt0
hSSrsW3kBFUmhgUIQGLG2+TbTBhdkc0FuGyDlRMKBSaWGeyyVhcf2pLhinakFDkOCS72wNSbBYdg1z9lk091PM/
ZxI8a9PKzzviEZThFdrUnw2PYmRlU+TEbo9Jn4rbYe/gitztB1xDwtMjgLdAdbUhWWlhuYe49
PhQvGhsSI0YoIZubEDN2WSFk+R5jqZCVDFVscht0pPAE9Ry4U5Slq51yTYmsB1/SibMoVluHej+
KaEL3SKnJOB+RIh7Sv/jaS58z5GEBga7xOvL9ma1KbWITAGtUMR6RWZTDTi8r/0SO+
b5tugZPArgn1C5gLghlTCvih0xbmO620uuadlNwD0gMZtl4Oe5Dqxc2IZBJ3obeEnnxl5sw2fS7aXSvr2l1ri17Y7V
kHYkzUz7mbbnZ6Z5BC11pP8Y+dKegBA3c7Bkr5cgcwPLAHJeM/x4YwqNMtBexlgvooiOIfKOodeqMuOV
Fe2VYUFzz4OiX18lEJ2Q1YUys48Ax6gIjlZK9Gm1f70NIhe3vUXG1SQWoEMDDG0JO3Ff75+vqEhlyWVMSQbm+
VfxgkEz11w/4U1Unt2twpYVjlQ7DyV4Qu89vbvTaMDpSCeXEFGcD+FpBtxLZcf2zghi8lUCugZl/
zeEuhYPiPHnse3Y4LB1qKvVVTmIZjVl+4Psz3twoFNV4eW11r/+AjxHAZfKk+XEFCHMq+
qbbuTXFefo2E6c4mPZhVfTS2zAnP9NGpA5R265e0GULg0iUAHxXgxXO/724P4XrHx8qCXHDiwYlD+
H06JtltUOv4+xzmLcMoZ1zft/O9d3KmlaM2EsXJgOp0mpb3koYwiEj4oo1LEj605beDfVXTuF63jZMVTNwIM1
Tb+5f6M70BWBNi2TIEd+M/3xQFCyByio78NWA3c1CDXecIwXzbHEeVSW73JqExou4Hsi29ledKWPS3KJut
G6JiVkU81ezOXlHYfuXS3S9WTlCesgFqzs5p286rZWJXQLblQAi67q71e+ukEgRmE9pYE5zJ4wqXWIWg6brgOPwx
aYCcUKAq6Cm4gSPq5iKbU0eHTSr4LCawlbqLZo7kUw9DqBJ1Pu7nVLYFkSqBnXJFKcZRJZlIJBjsd4TFFP1g7Rbd6l
wttREAgRXwahokljJ7EZ8ZvSG7hvuU/LJdmPGwfPEzukWuIREZK2a0gD2lSpntIkUeKDLhbmZnT38ZEdM/
pB2HDw5tq6++D1jTZluLTId2eOMacA7PBURZE5pkWGs5REdgvRjzeXV7zzqewQZwZPDlpGoN
4JX1xgWxs2L7xYbAVRgt47bGpNiSjle1PWc9J78yCetdiHg8j5YbG6Z8uTznB9IAIx1YAazmdEMvc2Japjn/
4P7k9z0qM326DeE4owVi3HUa8cbguQdoDomGb8X6PvcHz5k9Blc87ZXn1yn2UI9Kiz6iFdaj9JuyWxI/
a9ZJYH4xLVhelhflx4q1ppz6zGbrAjUVjS7xlmO72/7LkGmiheSjk3TjITFt3AbdZ9poqwR1
sjUDkulpTxJDQ8fe3UgSGUHhse8V5XF/KdqOgnDXZa96n0qaquSz3kTt5/sEDt5I6K6wxm0880O6z+
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bAyqnL8oz2rooaxCxiOPhejyv92sxWyklqXTnCRZbubjcIoqBU7ba4CrDGOnKM+WAr2/
jblTO8S3sd3pukY2M5EtbM5rFmLYTmbvWLS61VnpgtP6vzKAttHtA3gWyAzJRhVO2Pv2UnwYNui+Ik/
0fkUB1HNZbuCo2aexk0iDQLa+pwWT6G39o0Pot5iMiCGLsD1dVtJ8xRLkSf2ws5AZM4cnJ7vdpNvUjY6VBmSh
+tr0i5H/PgDTwx+0VqS5SNR0+JEukvJ2fhotRbI3hKxtRw0f+h/khlJFDWs7wB0z8KrOSFmJ0F+yxLXXd4/H+
nQaAVzT8My5qbPfbrChDeVYZAq88YKe7KbC0WXipkxQA/1PYIAcwVCj+dkinhFdCzEXaAjkQT8SGyub1rzwkRq
vySNFEliClN5mvbQJ4dodQ0NCA8v0avUX4jZZ1R0ciZvtA1QnYMEPlZhJXiHv2v7K3HCy23/Z+hq2dxRK+
lVCqL9UtHVChcLnwaeZ/DJF9r+Y6ioMaROPyyBIow9gZTDEqboG7aW5xdrNKrdcl+t7gvNW+
CZ3uLOTsKLDta8iHPAsw1auFP9lteL9wfDhArayUJmp7La+4TwcQa6eh0JG+GqNfaMAvRH42xgeVcUlrih8XevEV+
vmEy/jcfK9+hyIPUKJ7WeOMMpJducqoU8bGwg7zJza+KCDQokkDI1IBGy9tqtEb5h2YnWUYwX
DjyK4juFhg13Ob34g0Lk/XMEkYSVsCabIqmu5Qmzo8dh1dn3K81d1RsJ9bB2fJ3ivVPMX0ptjthQ61wCg
9ox6lq22D9u36Y3mwsuFTLdFjV6r8SDtrN1p2BIyKugPydF1vjYHNaOEnj/dNlKtA1erMEKKpr4CNIYOfiuhfaAoU
L0YJmSxaW25nYwz0TTUfWelCWeVWaI3mhUX5ZsYQsdYRXBQp6AfHyYp+
OMzM3QRYr1zYgsvgCodbiUYIZ49QFEa1wQM7yIBffgtLHlsMuqb90UtQ83yVsMwcDubOiivVPCXiU5Zn+
HL459SD2sT9ZNiDdsyP7xBp2sGjGMfVovWpX0Z9h2MWaKnu0+b0ZEeWK6F6rvUaMQKxJdnXlu4liAF3
28GnaKmJgBxwZQDTMvVSiiyVFDctAesX8EzprP/7B9hZpvu3UgPz/8qYT0FiKBayhlq3NoSHtlijTRoEGvZ
ZM2WJaZW8tZ8jT/cm7IESDeEbQcR90flTghoqkzDAd19QszukFBp709RlwB1MZEqCiByCecAvMi
3OOnNqF8HvIzqTRsHxzdzbh9EWd9qHY1zQi1T9bVz4hGkTEVCQo2g8Y7P4qiIi30m3Dyt28Eqo1T08Ljc9hyRoqlbO
OjDod3IV8yS4lRs53G1zQ5Oe/Qudoj9t84tU38d/JeVy2F9YBUMUxZ7ziiCBquu6bqJAPtdHe4VJmEBEBLN55/OhH+
jelNeuoP8hz7Jk9dMY28k1I5C+tKestJgWBI5YEe7NgitV5off29zKsRIeAACndrxbFDxbOy+596XPOGIdeAUUSjs2/
coIyRtrRqrKAiCJJSB9fZhzLqp8gKKhgbM6+IhXQD86InVqVDLB2Y3fE07Y8VF7JMi
pwW1KhhxPyoyCEroWeaYi7Y3EVU4yxyYYR3VZHPs+7o5o8vsNIWS1d1oCRZWNnYj4AMZTsu/Rp1gy/
JzMDkAYHSgvIq1KPndDeeBv9rDOmpoIrbgx/vzmK3CIjNtVjh2VWLOvlXe1lMQAaCm
ThGVelnG8XPtkZeZydYc4Ls7eBtYYDhDFh89m8SyvDOZo1P0mL7ur0FJeFJo02l2GbcsrZ1raiBywtiwFJgIUNqXfa
4D7EK87tprNswsxKwUv22htRUJS3TUfmjrySYBX8cNYxQua1k9KkZVrLNW/41aDzcnW9kFnL8+
RryzBW2krxXhGS3giwV5xsdAO68hna/nYhb+bijJbbiXppXD7mRoEecA9GT0pQ56Ar
VcfUXzxSEEoaWt2IKjM2utIjhFD0lxgel2Zdv0jr6Fiy0/N7SIG6vr16ljobiTAYIYLVMHFpIEu/
Mi2VbzroEnyb0ZUf5cHToBIAa3Ld17qhYVQf7oxlTUkkUNwoqK+bu2SHTVAcsa5nF3Jwt+oeYwIT/
ZJhITLc2Zh73PcMIdDj1NAud5KxF+JNbR9cbGj7GNE2icsykmp5JjIKaRmEtUMwO5Nwck71+GIAMboTBC5uA6y+
rST/9z/XpOSP8XVTWUsZGftpmlatyHVFLBOrw7S9GbKKJnRKXZkQGW3PA5ZiFswD8JW
ROeWgQy8WtydoJTlBLAAB7fiOCYB3wIYZiIZ+gx1GHb4hvjeBNsI5eHy2EqqjyPf7e1
NNZPhGKRqijY8U1AK728gE798vaiqRHy6F9TWrX/dtGDjEPrBcbj1zC9oJtv9uYC5eP0an
RqnzsK/WUevbsuuZvDXp3GDny62+DZZ8he+pv2bX7gkhnjzXZ2+zkSlNb8vKUhLK36Tra80p8J3w56srm
XPKbDkz2HWGSUtCqa8SaYkuYNYjMknmn86MCw2PA85/tNm8fVWtq9xpJi3PLC7polIUmaDky1
gErReKmFpnAeMX1MeuykwI+3Bs3SC5y1OSyz7NfowfKhw9pbM20KlAZ+zXfZlya9GFI4hXZ20/
crghIAcW2z3Y3I2syQeHvvOC8mqirJqQA9UvAcuZqe0WO5W8h5bvCng1Kz/zIuSrXaMFUsPYav80qLZtc7KXJzzAU
cOr8nfBjkeMQgDFrUMNXLwljGha2zkxwfHAo2XtDUBoZ3XUG11FR9HGK3cBW
p3FNfKePKchXuuKhJDeSWx8l32sfWgzkg5MKB0hk+gsmNABCZq7RvMiQ8mqo11JjSKhpAEK
dRuEcLyCws93Oaz2rLoX7dRBuOsP13/M0RjVp9XG0MKSBOSu5TYoclV6UvbazY7OI+
3Ro2dRnTU6zld3BwDsvldXgc8M9THQ34fEDLNjXk+M+32HeeWUBpczYwpTA9g6FA4lSAiGMM7nPyYSsZ/
D8bLTsBhAypRQevuZAvf1BD8FOsQUJT9S+3sifKgFDTVPKs0G/wNxdCScajRue2ePD+7xReFtq/
FYvcUENmBEuo+hASuh/XWJBxWPkL/K0REdtuvyobsfrl9jJT6n7YPFfHNocM/I+Gl6SpW0C/t0OKxkNkkg6qknRH+
FzqSkWGKF3FjZQd78h0i3wcegb8V9N57Bd+aD6wn1/KyyqFqg0hwFLL/kzp/hwk3x9OV93FvIz2HESzetwx5Pd3M/
wcJedyqL77yaJgjZCO8zuyLAgQU2zh8fR8dZRrCHY335QakQD+4X+KpJ8rn4SVM7Z927s4RbRK2kdP7/
fsHm0UwFbFTps1a8Of/Zppm9FhFtPhdiitM6xjdliSwpujYm3vrgB0iNodr5yJQBHmfm/
WSXxswBPCjiO8b6NpC7YiuQ7LVZBQ9j6juID+yKAO1aFSPpKw6+6R929txTr1gcfQ8c830jPDfkOErf7P
50Lq0lAqLbTuyY47HbbZnvcLAFtpOqWLa/9Iqhj/Ab4L30+gyMTGkrEWeyLqlyC4VkNsKxgK1Mm0E
QUsH9uTWnqDOs8HMRoPLW9kyYzna30nLDQ/S9bXlvCVckT6VKQPnzU/LoVT9MZjy3OfTbh1bNOTKjPfUFNVQo
dg8md4ipwsdAXBQWy+1CI2H0nTz6cn+ZbEQ3Gc8+h0EvfqRMduP3Wsj/WuSVVyoaRDErKJFAXyp6kz2cdifA1p
dBp8Cn2qDzvWFtuLW6oeBOX/Ons12ZNtAki0l4TXt31V0zZLKJXno24jgu0UnALKt+
CziCZxMp8muakw7dNFRJJh7xni3rYVxUnZRuInb0RT/e/OD1fMrEAlao2xg9jjZtF3DiKOI1XXp
gY3vfdqbDE4vnYLjolBbgNB0p89hqYaOjd2hShVIpuMU+hgZzlwxSsWhrM/4O34e+9Z94L+
GZdq4WXcxmrofuqh0t7v1YwOn53E9FeIzpAEq96BAkvyj1oN8XubSQLHEFxy
smyp4qVE378oHlHwn3LGZnZGA1WMdVwmprdIqEJxqQOmE2cs+3nMcKefCMLDBf9LYXiXzz8p/
Ohz1LmoVnK9sYwCa/mWUW/P9JpWn7BfxRGLDkoFyo6efjyH1RaTR7f3U7XUYckWxnDUdVG6+
GpZblqw0kVIpugS9GAbtyTHBTkUvUcDg6+91++3qpyj8/JZgnxZOEW/vOktTlfj7KbE4FsTPK1A6H+
EdAvvygFziJ5WVMbmZfbTSPUWWFIM9HHRs9bsc+otvmXFFS7M5OQfvb2i1bslK8zHIfnTKVpcGIeucFc4EUjxPP/
6phHpUjRauggT8dkgZyM/3yRo9XosW30cHMG2MZSXn197UFa2d9mOYf38MsMpAB2nmwOF8UGl/
GY4x3QjxVFtLMsBIfsQ1cvugRbCvSwqD+fcR7rbidIu3Iaf7jxGpa/2lSJnPvXdgUF8RDlLrPf9v2ZqQxjsR7ct/
VvinVCVw8GS2utoUjNbNCzjmWMBEDuCv6nX6ILaYS83/ukez9b19/ruDdI4xEb6fUHcLOzXcC5ClUXFSIVO
zKOEkG4H0R84gg3mcvJFf02lVmkFY4rrLx9tpo5CS8hM4lGJBWsjQe971u9wuSYpg8ixFNtc+Nyb+
VxBE39wJLnCzCq9wB4/sV+3c3rH621IKt3HfPuFviF4FrG4wNmZJwVLtAXfQPiGoewccx9MeKiN9pKR0YH
nHDqLF1R3OqiC8LwzpVmgIvSFNhgmXudVpuEWeTJHBZIA9HVphscKIGJWVFegdj2AjnDdfYACgJA3SA3/
oqBfh6YjGAa5xhpUcak3rt9MF3IxjS+F5FFrat+4Mic9gwDVBRlwpRO4krHA8wj/JhdANvy8nJggQFRo1u7D/
uQKPMokHtRgBwRO18faeAagg1JQiunHaMwppXutFujDrD8khWLxabfQQKpra
HEQEytpLb8k82Jcg9Y2l5FD8lRZ8DW3Io1pi5eQsb0TJVBarF3pwHSlXkqQCfpi7/nBjNk/
oUcsTKnJf7nTrLPHjYdR0QSTabT+3xJVRG9ztCPq29WmlDoA8eIOhh1mEXLg1Pwnmqj6k6pNcdIqLwwhTH7iQDmQ
iZKNphKYPK/S5HNiupT/1NiJTZT9leGFTEZo60A836/hbE8ZhGgZMiOCvGGclArHJQ3fJe9bY/pxS/
stXMEFGCS2OV2iBKmI1DqCn6rzUv0fJdzpq9O6YhDp5xHORzBxenKwpjo89p0OqXeveOJll/
59n4kRUuiPCp3sWHNC6deVO6GK0+xI5FT5Yf0RnDL60KpeslEOQ+aDlLKhlXuptop/IjYt0tsAgHQ1Tnh+



13.10.2020 Gmail - Harma Team

https://mail.google.com/mail/u/0?ik=0607be59f5&view=pt&search=all&permthid=thread-f%3A1680358459179170143&simpl=msg-f%3A168035… 6/10

tphlugVZbXaqXQV4xYAPyRN4YjihFsoPXJi9kAwJfD06jj/ONTHg9dqWH2O7hy667iOg2tb1duLkM
bM2qhi4bq6u6ND58EeIcmXUADzV7qvm5EcxTu+4wWDTtZukKEQGE7GuohJcXYKK+NZaJ/
F88CQrQ7LAdoUPooX6Gkzy6TnBdAbNhSSpFP0IAboZK2Lb70Qnu7J81Gbo+RH/
oZFDCUp7PF10eRAuSLt1jz8mckvrgbTKTrWp/LglVWEljjGA05Op3eqC9lMIhbzJNLN
es2iJ586iSsc6ycdE8kfnrID0N2HXgHXbIcdNpH8cG8773M1Cb7VuLQnP6ZsN5UsuDf0tQuQMeTG3JcYEzKF5Y76k2
/E3f85QI1yll/3ymM2xORaV1M7+Vry1v5x9DRMapquWOX/Hjiuj7HiKRCXnFUkPvfSeiqeeC9TL6jdiuM7ls0uW/
nvikIf885YkYmDDrZiUgxNJzx+esGqhrv4/JDXGqbfmH3JIplzGGXw6xzAM32hV0sdC6Usd8msqb/c4bM5cXIv6uv/
P7RtEgoC6SaNOgY0dBiZ8m5cJOfiWAKyhzNnuMIFsgfW55QY+SFDxcqUbQ80GI2YGeNXFQHk72C1X0f
1HFVal1aRIMD1PBFSJCzK1xx4eeYg5R33JwE3+4++UlFBOldUYPY8+xtmNrvmMd3CLm4zUuEIFypFDiWUr7S
LxIL3f74IFtjebH2lSUpNyE/JEIX4O3FWbhl3pOkXoe2E2mdMWj+lMXu4lbKreG/
TGpaShI9AG9s9TTnLfcwt6Gq2LewA5R0O5f9yJ6Y6LYXpe7WnuIhVYu/lQcS5EwZz/ajeQiaqb7S8V3/
AidjaFEVp2lv+sVJ3tGh94Iiuw+GGKCvb14XtXKrsQLITYcchpZWYNb7tULOZ+y7MQXIwE+
gLkBcF7N8lQhg5Obnkx4EGkOj5q5puu/kbmCL5RvgaJX07k2wuY7L0HLIy55qoSH8Xf9H6xvzTphizTpSOkOup/
hSEEFp1HqE+9tqhf2B1e50JzFMx4RpT86z6egKxJeTiJCSiXErOOJwi+RNI37AcZROxnxD3xeWgi1K4FIdxu7S
uHvFydApXcHAGvaSNMEGTz0rxnUrLNXmEseP72c3saJrrpKWgi74eBSUH6c8EPF7CVvZn8yhSjOjoArlgiP1TQTiuy
hF+dlKl0ppPSrapfUmVY4CXyQLJvPZ3jJQWi/fDE4R1nGlW2GUuEvYZF87q8sgKXTETFeELqtBF68W6o+
p9mFpPI3zLxOt6cApzIywRNDXiEx2eGQZrjBcaFO4GPgjsk54oro401GEVUs
cYPCgStM50YcSKeqKsTKG3KXoULxueWCeQqhKbEYCi4IAxxdKd+fWb4r2cL+vr3R/+HTA+
eevcO0pxytClIGUOcjfaYMs3m5vrpMlomi+7fMKpeKHdC+phI1AxoIYtxIIu9QQ+
SfQLwYtzg7C27MWWWW4s51xRJYi1VIDohhKG036+fiQI/oo8BRvD5aHbETU2EwW8C7zxRqER3An
3XMwA1tZIhePy8cF0vfX/xOYMMcScYsvv6YtobNGF311zMgDZMCd4t/c1Mz4Bm8BHA8fGbI4ftnAtFmCmVEPC
7cJ7JPgEyg78uP7Zq5mzhnFQl5kkNu9SHj4DPXFJDS5b07d2crmdlgkDp3q1fIjfdM23OtyjKPOE3HRCBFDFYV4zt2
IrMVej57njCPWNR7q+dEmnnL4wx0HFk6q0ylXQDyQMyR7oPCSmBb2Qy3Pk1U33YDuuXgbPOvYM5Nrc
pIcWultHfmGxVHzZQX/hUETl3KySMdpmLW8S5C/z7urFwsk2e6YbwBWPsLycLBw2USCyp2PQf6dPX/+
2mg30No4k7IjAweNHvC3htmZY3pYSu6AM3W2yiJV0XZSuEcRqnlFFcCIetDBkePXEgLgqrEUO9C6U48qwZ+
1akLuiiWIYfmO+5HGG9UzyLKjxDlWeKPvdtQOwmTKxlGJhlWyYOZ2JfVY0DXKJGOXZSu8woUuA
0bZfjbbZvYMvbRe8Crcz3/

Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 19:49
Кому: mencryptor@tutanota.com

With this approach and my feedback, you will reduce your earnings. I promise not to upload anything if the key you
sent decrypts files with ID 3E8A2508. Think about it.

пн, 12 окт. 2020 г. в 19:45, <mencryptor@tutanota.com>:
QAAAADBz78EDNnK2+H2XlcK94/kM7xieaK8Q5W3eshECIhHDOQLht6dIpYW+WOvnSVZBDjhy0+
NFaupiDBGoEgpr3R2W4hw/Xr4LbcjnolVMn6koLO0GcnV+T9NzK3VqNluFCrPtFAIycHrNd6Q6wv
mkNuoH6HwmMMsJE/1KDDscrbWFnQ0Tb3/Rl2W8ZoT7Y3QT5ZD/kQflpsNizkv0etM2uczE20HAUJk4fp
6jp+TakduLQ0bDUxBak66bx1I5Sy/yLJVFa/D8qBC6DqymScPqJlsr35V7f+Cb9BjV7hfgJtu5jj1ayv2c8PhWZfGMak+
2YUtEXn0Sr82eY58TKBkYWrPIjd0yD02V515+CteH2/roPCJ8jeM+kn3/xvTTf4rArz0sAs97LCXt/
AR7DSmWXqQ9VkGKmjnlD+tTmOf9u39yc/bNAIb4e8CyO6/yOe6VgkrAeK+lYQY6Z/GlAGY3VHq/SR+
5MaWQUb5cHft7Jtd3xTtl9jKqCn3IiyXdF++d0sztYh/5tszlfNtHZ1kIDdsujtb+Kimwnb2NZI9KckYxF1RjsgNkEKdIYo
d1h35Ry0yarAkugYMpjWHv5/1HEGLw2uamNHUPhlJTyLM85712puJyaJ5oAbcwVM1P/
AyP7ix9et1Film9RAwWdUEJvI/sMHFutnldoQtvOITm7epemEnKpjYmPmZ0KyIQir9jmBELYsd3kWLuqkXzDRA
nbkUh4/BWEPclyDFLLkThJN+rdK5roEyDfv+lVPMqewoAJnp4/3ni946LQoR3ZG0p44VMPQnbE+
Xvl1Z3Lzsdhuurg0ukEkB8u5fq/dYjbHXCYevub2wnFsrSvpJPFJZ4kKRx3UmhgM7gsz7irDWT6uw1nM861ezU+
SxOclxmD33fzpxCXQpXcggu5kyBBzWlPMJzk9B/bmwfquy/RMRYvzG4WX4j7hh72yuvaadRsOZvrM
5Q9Xpc/cHpwpccZ/oMw4Hbj0HXjn7GdEW69J0jMaWqCdbDZVSyARNRM2OIaBlWrzPh1kDJu6WEkU
G4nZnHiuO851+AzUCb8FYObIDJSG12PZhaDJaBBCVi7axTSHbjZp/12zCZwaiVq9s302TPTRKXKEflpaf0f
dyKeGDOACGjjmT/owp9B4dkN0t7j2qK5rWf5mgAf4LDgCB0I6Y4N2bSoDsC5kksIC7qgL1FIn91
Uf2TGu1jKIbMus8UG6tOgQRLQ8zRDA17xiN5+Fib4H71QG3zCgzlaf4qg/IlVM2MD2wYnjqmk94naw286UFh5tZ5
M1JwS3p13HN6T3ZKYoKPtwjF9aMPvRCH50KZi2vrRWpQfJo+OTyEdX4ttdlOoks701HqXXz5MWx0OWru8lLfL+
cxIdaojdmaglIdolsbpkiWe0diWV2uRLjQDkgekt/pHf9/8L3lQ3ml13f/reTsOv/p1j+I1MMJxJwu219/
WfqWN7Lxh7M2k7r1GDtVJ2j8pmLeUT3dnHc8pylDF7ZOy3LDGYI4kSzLnKDU8Tp1QyZggY2UKHxxST/M6v+
heRPFwhuiTKgxfUHrcszJT3tRpP8bbMD2WGBAHWrz7XVo0OELaMoCfQj7ZyyDlG+
mXLtweeQ801LwniO91le0U2rbQaEucrMmGwqLdRdtZWcaCCioCVERtLYhS+JFJXriCVFoFS/
UgatcB7tMQ0YCb4tv9VwyARtVZXpF8pFRbfeOP76hB3quZDM1Y+mo8jSYaDCcfwyGn0R7ZVoEDdLudmq9
JjPWkdT/Sni06AGWDjNsMgCZ5Bs/BiUR9n7wj+tLl9arEpM1zP3OJmKHkIdGhDTajK7F
TO0ycMqM8ca1nogPB5MmtBC0Xs8FbP+Drs7HsYJdidPhrVvXuUOK3Ncs+jZwxsrWqmZxgMbLrNhOivpVXOiqJJZ
BBpp472tD1Sf1jo5VGikym3ZgsDwrZJiE7UjYodMA9lTyolvW8aApHUIM8zT05zKsVQcO4K4IugSMz5jiHnhP2/
ueZpiE1sA6+Oo6knryQDKEu+E3Oad8Qun7SbQJx1YDwe1m8xAaH9AQO4yVY086rh2u5vhWdArNhuZSRP/
w84vBaCJMd/ljKYRH4W3r+ClNwr1O/IFVK32XF3bvsBMtD4BGPzgAvWCtECoRC+BvdZWEUZ3QZpnLsfp+
8PAgMfMFriFXyNVxIh15PQicqQFIITx0jMnoO7yDKYD7Zru8mBmdP60vrcP2R/grHHTBJq/
hAOA2gNhwpqKq136mft70o4iDNI4RHJMGS6zh8sMMgMwc3UNUBg4qKztcMTx
s9gdi2PzcO1wsOkjusJKApAH6HfvL8X50FKpSxPKcZD9xohXE/37MI4oAq9dGeOT4Tx0Ytx8mYbrfQ1B
M4prCmw3TiAJ11hP0wp4BIDYEbzY1+L8vhun2eGYyGe1YcK/+oh8u0eBRUS6V6neCkX5i/kr0HQkoV+
sSG14Mto8nfskqoZ0qxLUTZucBglno1TS2QZGax7ANJA7wl3ETpxC8PY2teIzgn7ofwtq+
FsBeSEIKQW0OR1xuVdmaWistv63jgKlWG1ECfITaQpmVuVWVLvxJjNOH2Qrb

mailto:mencryptor@tutanota.com
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mBDm67Q4O5E7FZBxVNwsTKCJjaC/goCOSdPWu7KzSwKtvCMLruVMBV2qgjPSp9FWYc+Bl3QYIk/SyY2N6+
VBlXQNLHxN4SpPIkRMM7dKSNKODcg50ecFzzrYbo6QdipTysT1DHLd65V6z4
c5rjzTcn1azySt7/nJnsCm41YA0RR+7b5BrTzH4FCLJe4cmZ41+pi90vQieMH3D82MjtFZ/
5jpnzmJbrhB6RUMxsYEgz2HWO2T1e2LK0Nc5XrtbuI2LeeQN649LzdKhtEAJ
AOyEk5iNfkuU8b7UI1xnHX1uEeUN02ZtGc5ZilYEey7Sangmd1zyOhtazJTr04E51Uu+MZrRnSc8Lc0z9Nqbv+
tgCYiu2hJ2rmhWLJjOI/3rZR8ObKLAI9kmCmheO4ZHCqq8cTlkosnfarmBDMxvLO3/
FAYhXsNa2mcEiAwUbcZuXK2t7IsfVzauJHmieJRDXeyV7p66cHE/KcZzM3sDrBmq5jcGgnostifTPzJVKc
gWmQHa1892ucOzvAxN40CGLzUnX1A5wccIp6TccqBX/IEWecryfug5uPEmGUNuJZjwaP7QGzbWAqh0rawJB/
4mirgrDdrvUjHZeJB07Ucphdbi0Xt0hSSrsW3kBFUmhgUIQGLG2+TbTBhdkc0FuGyDlRMKBSaWGeyyVhcf
2pLhinakFDkOCS72wNSbBYdg1z9lk091PM/ZxI8a9PKzzviEZThFdrUnw2PYmRlU+TEbo9Jn4rbYe/
gitztB1xDwtMjgLdAdbUhWWlhuYe49PhQvGhsSI0YoIZubEDN2WSFk+R5jqZCVDFVscht0pPAE9Ry4U5Slq51
yTYmsB1/SibMoVluHej+KaEL3SKnJOB+RIh7Sv/jaS58z5GEBga7xOvL9ma1KbWITAGtUMR6RWZTDTi8r/0SO+
b5tugZPArgn1C5gLghlTCvih0xbmO620uuadlNwD0gMZtl4Oe5Dqxc2IZBJ3obeEnnxl5sw2fS7aXSvr2l1ri17Y7V
kHYkzUz7mbbnZ6Z5BC11pP8Y+dKegBA3c7Bkr5cgcwPLAHJeM/x4YwqNMtBexlgvooiOIfKOodeqMuOV
Fe2VYUFzz4OiX18lEJ2Q1YUys48Ax6gIjlZK9Gm1f70NIhe3vUXG1SQWoEMDDG0JO3Ff75+vqEhlyWVMSQbm+
VfxgkEz11w/4U1Unt2twpYVjlQ7DyV4Qu89vbvTaMDpSCeXEFGcD+FpBtxLZcf2zghi8lUCugZl/
zeEuhYPiPHnse3Y4LB1qKvVVTmIZjVl+4Psz3twoFNV4eW11r/+AjxHAZfKk+XEFCHMq+
qbbuTXFefo2E6c4mPZhVfTS2zAnP9NGpA5R265e0GULg0iUAHxXgxXO/724P4XrHx8qCXHDiwYlD+
H06JtltUOv4+xzmLcMoZ1zft/O9d3KmlaM2EsXJgOp0mpb3koYwiEj4oo1LEj605beDfVXTuF63jZMVTNwIM1
Tb+5f6M70BWBNi2TIEd+M/3xQFCyByio78NWA3c1CDXecIwXzbHEeVSW73JqExou4Hsi29ledKWPS3KJut
G6JiVkU81ezOXlHYfuXS3S9WTlCesgFqzs5p286rZWJXQLblQAi67q71e+
ukEgRmE9pYE5zJ4wqXWIWg6brgOPwxaYCcUKAq6Cm4gSPq5iKbU0eHTSr4LC
awlbqLZo7kUw9DqBJ1Pu7nVLYFkSqBnXJFKcZRJZlIJBjsd4TFFP1g7Rbd6lwttREAgRXwahokljJ7EZ8ZvSG7hvuU/
LJdmPGwfPEzukWuIREZK2a0gD2lSpntIkUeKDLhbmZnT38ZEdM/pB2HDw5tq6++
D1jTZluLTId2eOMacA7PBURZE5pkWGs5REdgvRjzeXV7zzqewQZwZPDlpGoN
4JX1xgWxs2L7xYbAVRgt47bGpNiSjle1PWc9J78yCetdiHg8j5YbG6Z8uTznB9IAIx1YAazmdEMvc2Japjn/
4P7k9z0qM326DeE4owVi3HUa8cbguQdoDomGb8X6PvcHz5k9Blc87ZXn1yn2UI9Kiz6iFdaj9JuyWxI/
a9ZJYH4xLVhelhflx4q1ppz6zGbrAjUVjS7xlmO72/7LkGmiheSjk3TjITFt3AbdZ9poqwR1
sjUDkulpTxJDQ8fe3UgSGUHhse8V5XF/KdqOgnDXZa96n0qaquSz3kTt5/sEDt5I6K6wxm0880O6z+
bAyqnL8oz2rooaxCxiOPhejyv92sxWyklqXTnCRZbubjcIoqBU7ba4CrDGOnKM+WAr2/
jblTO8S3sd3pukY2M5EtbM5rFmLYTmbvWLS61VnpgtP6vzKAttHtA3gWyAzJRhVO2Pv2UnwYNui+Ik/
0fkUB1HNZbuCo2aexk0iDQLa+pwWT6G39o0Pot5iMiCGLsD1dVtJ8xRLkSf2ws5AZM4cnJ7vdpNvUjY6VBmSh
+tr0i5H/PgDTwx+0VqS5SNR0+JEukvJ2fhotRbI3hKxtRw0f+h/khlJFDWs7wB0z8KrOSFmJ0F+yxLXXd4/H+
nQaAVzT8My5qbPfbrChDeVYZAq88YKe7KbC0WXipkxQA/1PYIAcwVCj+dkinhFdCzEXaAjkQT8SGyub1rzwkRq
vySNFEliClN5mvbQJ4dodQ0NCA8v0avUX4jZZ1R0ciZvtA1QnYMEPlZhJXiHv2v7K3HCy23/Z+hq2dxRK+
lVCqL9UtHVChcLnwaeZ/DJF9r+Y6ioMaROPyyBIow9gZTDEqboG7aW5xdrNKrdcl+t7gvNW+
CZ3uLOTsKLDta8iHPAsw1auFP9lteL9wfDhArayUJmp7La+4TwcQa6eh0JG+GqNfaMAvRH42xgeVcUlrih8XevEV+
vmEy/jcfK9+hyIPUKJ7WeOMMpJducqoU8bGwg7zJza+KCDQokkDI1IBGy9tqtEb5h2YnWUYwX
DjyK4juFhg13Ob34g0Lk/XMEkYSVsCabIqmu5Qmzo8dh1dn3K81d1RsJ9bB2fJ3ivVPMX0ptjthQ61wCg
9ox6lq22D9u36Y3mwsuFTLdFjV6r8SDtrN1p2BIyKugPydF1vjYHNaOEnj/dNlKtA1erMEKKpr4CNIYOfiuhfaAoU
L0YJmSxaW25nYwz0TTUfWelCWeVWaI3mhUX5ZsYQsdYRXBQp6AfHyYp+
OMzM3QRYr1zYgsvgCodbiUYIZ49QFEa1wQM7yIBffgtLHlsMuqb90UtQ83yVsMwcDubOiivVPCXiU5Zn+
HL459SD2sT9ZNiDdsyP7xBp2sGjGMfVovWpX0Z9h2MWaKnu0+b0ZEeWK6F6rvUaMQKxJdnXlu4liAF3
28GnaKmJgBxwZQDTMvVSiiyVFDctAesX8EzprP/7B9hZpvu3UgPz/8qYT0FiKBayhlq3NoSHtlijTRoEGvZ
ZM2WJaZW8tZ8jT/cm7IESDeEbQcR90flTghoqkzDAd19QszukFBp709RlwB1MZEqCiByCecAvMi
3OOnNqF8HvIzqTRsHxzdzbh9EWd9qHY1zQi1T9bVz4hGkTEVCQo2g8Y7P4qi
Ii30m3Dyt28Eqo1T08Ljc9hyRoqlbOOjDod3IV8yS4lRs53G1zQ5Oe/Qudoj9t84tU38d/
JeVy2F9YBUMUxZ7ziiCBquu6bqJAPtdHe4VJmEBEBLN55/OhH+jelNeuoP8hz7Jk9dMY28k1I5C+
tKestJgWBI5YEe7NgitV5off29zKsRIeAACndrxbFDxbOy+596XPOGIdeAUUSjs2/
coIyRtrRqrKAiCJJSB9fZhzLqp8gKKhgbM6+IhXQD86InVqVDLB2Y3fE07Y8VF7JMi
pwW1KhhxPyoyCEroWeaYi7Y3EVU4yxyYYR3VZHPs+7o5o8vsNIWS1d1oCRZWNnYj4AMZTsu/Rp1gy/
JzMDkAYHSgvIq1KPndDeeBv9rDOmpoIrbgx/vzmK3CIjNtVjh2VWLOvlXe1lMQAaCm
ThGVelnG8XPtkZeZydYc4Ls7eBtYYDhDFh89m8SyvDOZo1P0mL7ur0FJeFJo02l2GbcsrZ1raiBywtiwFJgIUNqXfa
4D7EK87tprNswsxKwUv22htRUJS3TUfmjrySYBX8cNYxQua1k9KkZVrLNW/41aDzcnW9kFnL8+
RryzBW2krxXhGS3giwV5xsdAO68hna/nYhb+bijJbbiXppXD7mRoEecA9GT0pQ56Ar
VcfUXzxSEEoaWt2IKjM2utIjhFD0lxgel2Zdv0jr6Fiy0/N7SIG6vr16ljobiTAYIYLVMHFpIEu/
Mi2VbzroEnyb0ZUf5cHToBIAa3Ld17qhYVQf7oxlTUkkUNwoqK+bu2SHTVAcsa5nF3Jwt+oeYwIT/
ZJhITLc2Zh73PcMIdDj1NAud5KxF+JNbR9cbGj7GNE2icsykmp5JjIKaRmEtUMwO5Nwck71+GIAMboTBC5uA6y+
rST/9z/XpOSP8XVTWUsZGftpmlatyHVFLBOrw7S9GbKKJnRKXZkQGW3PA5ZiFswD8JW
ROeWgQy8WtydoJTlBLAAB7fiOCYB3wIYZiIZ+gx1GHb4hvjeBNsI5eHy2EqqjyPf7e1
NNZPhGKRqijY8U1AK728gE798vaiqRHy6F9TWrX/dtGDjEPrBcbj1zC9oJtv9uYC5eP0an
RqnzsK/WUevbsuuZvDXp3GDny62+DZZ8he+pv2bX7gkhnjzXZ2+zkSlNb8vKUhLK36Tra80p8J3w56srm
XPKbDkz2HWGSUtCqa8SaYkuYNYjMknmn86MCw2PA85/tNm8fVWtq9xpJi3PLC7polIUmaDky1
gErReKmFpnAeMX1MeuykwI+3Bs3SC5y1OSyz7NfowfKhw9pbM20KlAZ+zXfZlya9GFI4hXZ20/
crghIAcW2z3Y3I2syQeHvvOC8mqirJqQA9UvAcuZqe0WO5W8h5bvCng1Kz/zIuSrXaMFUsPYav80qLZtc7KXJzzAU
cOr8nfBjkeMQgDFrUMNXLwljGha2zkxwfHAo2XtDUBoZ3XUG11FR9HGK3cBW
p3FNfKePKchXuuKhJDeSWx8l32sfWgzkg5MKB0hk+gsmNABCZq7RvMiQ8mqo11JjSKhpAEK
dRuEcLyCws93Oaz2rLoX7dRBuOsP13/M0RjVp9XG0MKSBOSu5TYoclV6UvbazY7OI+
3Ro2dRnTU6zld3BwDsvldXgc8M9THQ34fEDLNjXk+M+32HeeWUBpczYwpTA9g6FA4lSAiGMM7nPyYSsZ/



13.10.2020 Gmail - Harma Team

https://mail.google.com/mail/u/0?ik=0607be59f5&view=pt&search=all&permthid=thread-f%3A1680358459179170143&simpl=msg-f%3A168035… 8/10

D8bLTsBhAypRQevuZAvf1BD8FOsQUJT9S+3sifKgFDTVPKs0G/wNxdCScajRue2ePD+7xReFtq/
FYvcUENmBEuo+hASuh/XWJBxWPkL/K0REdtuvyobsfrl9jJT6n7YPFfHNocM/I+Gl6SpW0C/t0OKxkNkkg6qknRH+
FzqSkWGKF3FjZQd78h0i3wcegb8V9N57Bd+aD6wn1/KyyqFqg0hwFLL/kzp/hwk3x9OV93FvIz2HESzetwx5Pd3M/
wcJedyqL77yaJgjZCO8zuyLAgQU2zh8fR8dZRrCHY335QakQD+4X+KpJ8rn4SVM7Z927s4RbRK2kdP7/
fsHm0UwFbFTps1a8Of/Zppm9FhFtPhdiitM6xjdliSwpujYm3vrgB0iNodr5yJQBHmfm/
WSXxswBPCjiO8b6NpC7YiuQ7LVZBQ9j6juID+yKAO1aFSPpKw6+6R929txTr1gcfQ8c830jPDfkOErf7P
50Lq0lAqLbTuyY47HbbZnvcLAFtpOqWLa/9Iqhj/Ab4L30+gyMTGkrEWeyLqlyC4VkNsKxgK1Mm0E
QUsH9uTWnqDOs8HMRoPLW9kyYzna30nLDQ/S9bXlvCVckT6VKQPnzU/LoVT9MZjy3OfTbh1bNOTKjPfUFNVQo
dg8md4ipwsdAXBQWy+1CI2H0nTz6cn+ZbEQ3Gc8+h0EvfqRMduP3Wsj/WuSVVyoaRDErKJFAXyp6kz2cdifA1p
dBp8Cn2qDzvWFtuLW6oeBOX/Ons12ZNtAki0l4TXt31V0zZLKJXno24jgu0UnALKt+
CziCZxMp8muakw7dNFRJJh7xni3rYVxUnZRuInb0RT/e/OD1fMrEAlao2xg9jjZtF3DiKOI1XXp
gY3vfdqbDE4vnYLjolBbgNB0p89hqYaOjd2hShVIpuMU+hgZzlwxSsWhrM/4O34e+9Z94L+
GZdq4WXcxmrofuqh0t7v1YwOn53E9FeIzpAEq96BAkvyj1oN8XubSQLHEFxy
smyp4qVE378oHlHwn3LGZnZGA1WMdVwmprdIqEJxqQOmE2cs+3nMcKefCMLDBf9LYXiXzz8p/
Ohz1LmoVnK9sYwCa/mWUW/P9JpWn7BfxRGLDkoFyo6efjyH1RaTR7f3U7XUYckWxnDUdVG6+
GpZblqw0kVIpugS9GAbtyTHBTkUvUcDg6+91++3qpyj8/JZgnxZOEW/vOktTlfj7KbE4FsTPK1A6H+
EdAvvygFziJ5WVMbmZfbTSPUWWFIM9HHRs9bsc+otvmXFFS7M5OQfvb2i1bslK8zHIfnTKVpcGIeucFc4EUjxPP/
6phHpUjRauggT8dkgZyM/3yRo9XosW30cHMG2MZSXn197UFa2d9mOYf38MsMpAB2nmwOF8UGl/
GY4x3QjxVFtLMsBIfsQ1cvugRbCvSwqD+fcR7rbidIu3Iaf7jxGpa/2lSJnPvXdgUF8RDlLrPf9v2ZqQxjsR7ct/
VvinVCVw8GS2utoUjNbNCzjmWMBEDuCv6nX6ILaYS83/ukez9b19/ruDdI4xEb6fUHcLOzXcC5ClUXFSIVO
zKOEkG4H0R84gg3mcvJFf02lVmkFY4rrLx9tpo5CS8hM4lGJBWsjQe971u9wuSYpg8ixFNtc+Nyb+
VxBE39wJLnCzCq9wB4/sV+3c3rH621IKt3HfPuFviF4FrG4wNmZJwVLtAXfQPiGoewccx9MeKiN9pKR0YH
nHDqLF1R3OqiC8LwzpVmgIvSFNhgmXudVpuEWeTJHBZIA9HVphscKIGJWVFegdj2AjnDdfYACgJA3SA3/
oqBfh6YjGAa5xhpUcak3rt9MF3IxjS+F5FFrat+4Mic9gwDVBRlwpRO4krHA8wj/JhdANvy8nJggQFRo1u7D/
uQKPMokHtRgBwRO18faeAagg1JQiunHaMwppXutFujDrD8khWLxabfQQKpra
HEQEytpLb8k82Jcg9Y2l5FD8lRZ8DW3Io1pi5eQsb0TJVBarF3pwHSlXkqQCfpi7/nBjNk/
oUcsTKnJf7nTrLPHjYdR0QSTabT+3xJVRG9ztCPq29WmlDoA8eIOhh1mEX
Lg1Pwnmqj6k6pNcdIqLwwhTH7iQDmQiZKNphKYPK/S5HNiupT/1NiJTZT9leGFTEZo60A836/
hbE8ZhGgZMiOCvGGclArHJQ3fJe9bY/pxS/stXMEFGCS2OV2iBKmI1DqCn6rzUv0f
Jdzpq9O6YhDp5xHORzBxenKwpjo89p0OqXeveOJll/59n4kRUuiPCp3sWHNC6deVO6GK0+
xI5FT5Yf0RnDL60KpeslEOQ+aDlLKhlXuptop/IjYt0tsAgHQ1Tnh+tphlugVZbXaqXQV4xYAPyRN4YjihFs
oPXJi9kAwJfD06jj/ONTHg9dqWH2O7hy667iOg2tb1duLkMbM2qhi4bq6u6ND58EeIcmXUADzV7qvm5EcxTu+
4wWDTtZukKEQGE7GuohJcXYKK+NZaJ/F88CQrQ7LAdoUPooX6Gkzy6TnBdAbN
hSSpFP0IAboZK2Lb70Qnu7J81Gbo+RH/oZFDCUp7PF10eRAuSLt1jz8mckvrgbTKTrWp/
LglVWEljjGA05Op3eqC9lMIhbzJNLNes2iJ586iSsc6ycdE8kfnrID0N2HXgHXbIcdNpH8cG8773M1Cb7VuLQnP6Zs
N5UsuDf0tQuQMeTG3JcYEzKF5Y76k2/E3f85QI1yll/3ymM2xORaV1M7+Vry1v5x9DRMapquWOX/
Hjiuj7HiKRCXnFUkPvfSeiqeeC9TL6jdiuM7ls0uW/nvikIf885YkYmDDrZiUgxNJzx+esGqhrv4/
JDXGqbfmH3JIplzGGXw6xzAM32hV0sdC6Usd8msqb/c4bM5cXIv6uv/P7RtEgoC6SaNOgY0dBiZ8m5cJOfiWA
KyhzNnuMIFsgfW55QY+SFDxcqUbQ80GI2YGeNXFQHk72C1X0f1HFVal1aRIMD1PBFSJCzK1xx4eeYg5
R33JwE3+4++UlFBOldUYPY8+xtmNrvmMd3CLm4zUuEIFypFDiWUr7SLxIL3f74IFtjebH2lSUpNyE/
JEIX4O3FWbhl3pOkXoe2E2mdMWj+lMXu4lbKreG/TGpaShI9AG9s9TTnLfcwt6Gq2LewA5
R0O5f9yJ6Y6LYXpe7WnuIhVYu/lQcS5EwZz/ajeQiaqb7S8V3/AidjaFEVp2lv+sVJ3tGh94Iiuw+fMKpeKHdC+
phI1AxoIYtxIIu9QQ+SfQLwYtzg7C27MWWWW4s51xRJYi1VIDohhKG036+fiQI/
oo8BRvD5aHbETU2EwW8C7zxRqER3An3XMwA1tZIhePy8cF0vfX/xOYMMcScYsvv6YtobNGF311zMgDZMCd4t/
c1Mz4Bm8BHA8fGbI4ftnAtFmCmVEPC7cJ7JPgEyg78uP7Zq5mzhnFQl5kkNu
9SHj4DPXFJDS5b07d2crmdlgkDp3q1fIjfdM23OtyjKPOE3HRCBFDFYV4zt2IrMVej57njCPWNR7q+
dEmnnL4wx0HFk6q0ylXQDyQMyR7oPCSmBb2Qy3Pk1U33YDuuXgbPOvYM5NrcpIcWultHfmGxVHzZQX/
hUETl3KySMdpmLW8S5C/z7urFwsk2e6YbwBWPsLycLBw2USCyp2PQf6dPX/+
2mg30No4k7IjAweNHvC3htmZY3pYSu6AM3W2yiJV0XZSuEcRqnlFFcCIetDBkePXEgLgqrEUO9C6U48qwZ+
1akLuiiWIYfmO+5HGG9UzyLKjxDlWeKPvdtQOwmTKxlGJhlWyYOZ2JfVY0DXKJGOXZSu8woUuA
0bZfjbbZvYMvbRe8Crcz3/

Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 19:51
Кому: mencryptor@tutanota.com

Why do you have different keys every time?
Send in telegram

пн, 12 окт. 2020 г. в 19:49, Павел Мальцев <pmalcev@gmail.com>:
[Цитируемый текст скрыт]

mailto:pmalcev@gmail.com
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Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 19:53
Кому: mencryptor@tutanota.com

Send me a working 1 key only for ID3E8A2508

пн, 12 окт. 2020 г. в 19:51, Павел Мальцев <pmalcev@gmail.com>:
[Цитируемый текст скрыт]

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 19:55
Кому: Павел Мальцев <pmalcev@gmail.com>

Dear customer, this key is made 
for your IDs 
 
Nothing happens when you load 
We have a separate email for 
each customer 
 
Trust our team for the last time 
You will receive your files within 
the next hour 
 
So pay without wasting time

Павел Мальцев <pmalcev@gmail.com> 12 октября 2020 г., 20:01
Кому: mencryptor@tutanota.com

The key sent by you is incorrect.
You are liars. But I don't, and tomorrow I will do what I promised.

пн, 12 окт. 2020 г. в 19:55, <mencryptor@tutanota.com>:
[Цитируемый текст скрыт]

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 20:04
Кому: Павел Мальцев <pmalcev@gmail.com>

Good Luck

12 Oct 2020, 20:31 by pmalcev@gmail.com:
[Цитируемый текст скрыт]

mencryptor@tutanota.com <mencryptor@tutanota.com> 12 октября 2020 г., 20:28
Кому: Павел Мальцев <pmalcev@gmail.com>

mailto:pmalcev@gmail.com
mailto:mencryptor@tutanota.com
mailto:pmalcev@gmail.com
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By looking at the data, we 
realized that your files have an ID 
tag 
 
We will delete them all in the next 
few hours 
 
This ransomware will be obsolete 
in the next 24 hours with the 
address of Harma and two 
existing emails 
 
So your information in the forum 
will be completely useless 
 
If you make a wise decision, you 
will close the deal today


