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M Gma" MaBen ManbueB <pmalcev@gmail.com>

Harma Team
Mucem: 101

supportcd@elude.in <supportc4@elude.in> 7 okTs6psa 2020 r., 14:36
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

Your Data Encrypted By Our Team
Price For Decryption: 1500$

Payment Method is Bitcoin
Our Wallet:
1Q5z3a2RdPz2jrukWnTgAjUKZvtZ5Q9zwb

If you dont Pay the Money
After 48Hour decryption Price gonna be double

After Payment You will Get Decryption Tool
also You Can Buy Bitcoin From This Site
https://paxful.com/

https://cex.io/

https://localbitcoins.com/

MaBen ManbueB <pmalcev@gmail.com> 7 okta6psa 2020 r., 14:46
Komy: supportc4@elude.in

Decrypt the file in the attachment to confirm your capabilities.

cp, 7 okT. 2020 r. B 14:37, <supportc4@elude.in>:

[LInTnpyembIii TEKCT CKPbIT]

0 backup_22_01_2020.backup.id-3E8A2508.[SupportC4@elude.in].harma
336K

supportcd@elude.in <supportc4@elude.in> 7 okts6ps 2020 1., 14:55
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

Your file is backup and we have
written in our description that they
will not be reopened before
payment .... Recently, customers
do not deposit the requested
amount after reopening the file ....
We have decided not to reopen
any files and we assure you that
they will be sent to you after
payment. .... Your key will be
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removed from the data after 48
hours

[LinTnpyembiin TEKCT CKpbIT]

Nasen ManbueB <pmalcev@gmail.com> 7 okTs6ps 2020 r., 20:05
Komy: supportc4@elude.in

Please confirm the possibility by decrypting a regular file (attached). That there was no doubt about the plausibility.

cp, 7 okT. 2020 r. B 14:55, <supportc4@elude.in>:

[LinTnpyemblIii TEKCT CKPbIT]

0 290_28.06.2019.csv.id-3E8A2508.[SupportC4@elude.in].harma
1K

supportcd@elude.in <supportc4@elude.in> 7 okTs16ps 2020 r., 20:10
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

Do not worry at all.... Our email is
on each of your files Our team is
committed and you can be sure
that you will receive the key after
payment.... We do not reopen any
files before payment due to poor
customer service .... You can trust
us

Nasen ManbueB <pmalcev@gmail.com> 7 okTs6ps 2020 r., 20:25
Komy: supportc4@elude.in

We are interested, but without confirmation it is very expensive. The price is very high for us.
cp, 7 okT. 2020 r. B 20:11, <supportcd@elude.in>:

[LinTnpyembiin TEKCT CKpbIT]

supportcd@elude.in <supportc4@elude.in> 7 okta6psa 2020 r., 20:33
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

The price of our team is fair... We
could have asked for more money
but we did not... Unlike other
teams, we only ask for money
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once and it will be sent after
paying the key... The amount you
have to pay is 0.15BTC.... This
amount doubles as the time runs
out.... So pay fast

[LInTMpyembIit TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTs6psa 2020 r.,, 09:15
Komy: supportc4@elude.in

Hello. | managed to collect for 0.1BTC. Please agree on this amount of payment for decrypting files. Thanks in
advance.

cp, 7 okT. 2020 r. B 20:33, <supportc4@elude.in>:

[LinTnpyembin TeKCT CKpbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r.,, 09:20
Komy: MNMaBen Manbues <pmalcev@gmail.com>

The amount you have to deposit
is 0.15 BTC.... We only ask for
money once.... So make the deal
right

[LiuTnpyemblii TEKCT CKPbIT]

Maesen ManbueB <pmalcev@gmail.com> 8 okTs6ps 2020 r., 14:48
Komy: supportc4@elude.in

please describe the algorithm of actions after payment

yT, 8 okT. 2020 r. B 09:20, <supportc4@elude.in>:

[LinTnpyembiin TEKCT CKpbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r., 15:14
Komy: MaBen Manbues <pmalcev@gmail.com>

After payment, the software and
the key will be sent to reopen

[LinTupyembin TEKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTabpsa 2020 r., 15:24
Komy: supportc4@elude.in

Sent to me by mail?
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What proof of payment do you need?

yT, 8 okT. 2020 1. B 15:15, <supportc4@elude.in>:

[LnTrpyembli TEKCT CKPbIT]

supportcd@elude.in <supportc4@elude.in> 8 oktabpsa 2020 r., 15:27
Komy: MNMaBen Manbues <pmalcev@gmail.com>

Yes, it will be sent to you via this
email .... Let us know as soon as
you deposit money to our address
We will check and inform you

[LinTmpyembi TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTs6ps 2020 r., 16:30
Komy: Anekcangp 3axapos <sevdomofon@inbox.ru>, Max Paukov <max.paukov@gmail.com>

[LMTvpyembli TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTs6psa 2020 ., 17:28
Komy: supportc4@elude.in

The amount for the decoder has been paid. Please send it for recovery.

https://www.blockchain.com/ru/btc/address/1Q5z3a2RdPz2jruk WnTgAjUKZvtZ5Q9zwb
https://m.btc.com/94cdfccd937986679c56cdf094 149986024 cfef360e552dbb048997fb916694

yT, 8 okT. 2020 1. B 15:27, <supportc4@elude.in>:

[LMTvpyembli TEKCT CKpPbIT]

Maeen ManbueB <pmalcev@gmail.com> 8 okTs6psa 2020 ., 17:44
Komy: supportc4@elude.in

ID: BC481DEG6

yT, 8 okT. 2020 r. B 17:28, NaBen ManbueB <pmalcev@gmail.com>:
[LMTrpyemblii TEKCT CKPbIT]

Nasen ManbueB <pmalcev@gmail.com> 8 okTabpsa 2020 r., 18:51
Komy: supportc4@elude.in
Konus: mencryptor@tutanota.com

We have fulfilled all your conditions. Transferred the amount of 0.15BTC to your wallet. We ask you to keep your
promises and send a file decoder.

yT, 8 okT. 2020 r. B 17:44, Naeen ManbueB <pmalcev@gmail.com>:
[LMTpyembli TEKCT CKPbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r.,, 19:25
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

We want send you the software but we cant

Your mail is problem
[LMTvpyembli TEKCT CKPbIT]

https://mail.google.com/mail/u/0?ik=0607be59f5&view=pt&search=all&permthid=thread-f%3A1679892820772601552&simpl=msg-f%3A167989...  4/30


mailto:supportc4@elude.in
https://www.blockchain.com/ru/btc/address/1Q5z3a2RdPz2jrukWnTgAjUKZvtZ5Q9zwb
https://m.btc.com/94cdfccd937986679c56cdf09414998f6024cfef360e552dbb048997fb916694
mailto:supportc4@elude.in
mailto:pmalcev@gmail.com
mailto:pmalcev@gmail.com

13.10.2020 Gmail - Harma Team

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r.,, 19:53
Komy: MNMaBen Manbues <pmalcev@gmail.com>

In this channel you can give the software for scan your files

Scan your files and send me your code
[LMTpyembli TEKCT CKPbIT]
MaBen ManbueB <pmalcev@gmail.com> 8 okTs6ps 2020 r., 20:00

Komy: supportc4@elude.in

Upload the software to the cloud or file hosting and send me the link.
You can also send to maxutiump@yandex.ru and olyaros@bk.ru

Where can | get a program to scan files?

yT, 8 okT. 2020 1. B 19:25, <supportc4@elude.in>:

[LuTrpyembin TeKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTs16psa 2020 r., 20:18
Komy: supportc4@elude.in

If you are comfortable, can you immediately write in Russian?
4T, 8 okT. 2020 r. B 20:00, MNMaBen Manbues <pmalcev@gmail.com>:

[LMTpyembli TEKCT CKPbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r., 20:23
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

A channel has been sent to you
Log in and download the software
Scan the files using it and send
us the code

[LMTvpyembli TEKCT CKPbIT]
MaBen ManbueB <pmalcev@gmail.com> 8 okTs6psa 2020 r., 20:31
Komy: supportc4@elude.in

1) We do not understand what a channel is

2) How did you send it to us

3) Log on to the infected computer?

yT, 8 okT. 2020 r. B 20:24, <supportc4@elude.in>:

[LinTmpyembin TEKCT CKPbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r., 20:47
Komy: MaBen Manbues <pmalcev@gmail.com>

Telegram channel | sent you the
address Run the software on an
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infected computer

[LMTvpyembli TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTs6psa 2020 r., 20:56
Komy: supportc4@elude.in

| did not receive any telegrams from the channel by mail. How did you send it to me?
Maybe the mail has blocked something?

Send the telegram channel to maxutiump@yandex.ru and olyaros@bk.ru

yT, 8 okT. 2020 r. B 20:48, <supportc4@elude.in>:

[LinTmpyembint TEKCT CKPbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs6ps 2020 1., 21:10
Komy: MaBen Manbues <pmalcev@gmail.com>

t.me/joinchat/AAAAAE08gimEd7D1HAFpZg

[LnTnpyembit TEKCT CKPbIT]

Masen ManbueB <pmalcev@gmail.com> 8 okTabpsa 2020 1., 21:20
Komy: supportc4@elude.in

yT, 8 okT. 2020 1. B 21:10, <supportc4@elude.in>:

[LMTpyeMbli TEKCT CKpPbIT]

D request.txt
12K

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r., 21:25
Komy: MNMaBen Manbues <pmalcev@gmail.com>

This code scan all your files?
[LMTrpyemblii TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTa6psa 2020 1., 21:31
Komy: supportc4@elude.in

How to properly scan all files?
We left the path selection window empty and clicked ScanPC

yT, 8 okT. 2020 1. B 21:25, <supportc4@elude.in>:

[LMTpyemblii TEKCT CKPbIT]

Nasen ManbueB <pmalcev@gmail.com> 8 okTs6ps 2020 1., 21:34
Komy: supportc4@elude.in

We checked separately the C: \ drive separately, it still scans like the code is always the same

yT, 8 okT. 2020 r. B 21:31, NaBen Manbues <pmalcev@gmail.com>:
[LMTvpyemblii TEKCT CKpPbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs10ps 2020 1., 21:42
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

https://mail.google.com/mail/u/0?ik=0607be59f5&view=pt&search=all&permthid=thread-f%3A1679892820772601552&simpl=msg-f%3A167989...  6/30


mailto:maxutiump@yandex.ru
mailto:olyaros@bk.ru
mailto:supportc4@elude.in
http://t.me/joinchat/AAAAAEo8gimEd7D1HAFpZg
mailto:supportc4@elude.in
https://mail.google.com/mail/u/0?ui=2&ik=0607be59f5&view=att&th=175097189d7dc247&attid=0.1&disp=inline&realattid=f_kg15c3zj0&safe=1&zw
mailto:supportc4@elude.in
mailto:pmalcev@gmail.com

13.10.2020 Gmail - Harma Team

Run the program on the infected
server Do not scan any drive at
once Scan them all together

[LuTrpyembin TeKCT CKpbIT]

Nasen ManbueB <pmalcev@gmail.com> 8 okTs6ps 2020 r., 21:48
Komy: supportc4@elude.in

As they said and did

yT, 8 okT. 2020 1. B 21:43, <supportc4@elude.in>:

[LuTnpyembin TeKCT CKpbIT]

D request2.txt
12K

MaBen ManbueB <pmalcev@gmail.com> 8 okTabpsa 2020 r., 22:17
Komy: supportc4@elude.in

Do you still need any information from us?
yT, 8 okT. 2020 r. B 21:48, Nasen ManbueB <pmalcev@gmail.com>:

[LuTrpyembin TeKCT CKpbIT]

supportcd@elude.in <supportc4@elude.in> 8 okTs6psa 2020 r., 22:23
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

No
Wait for next email
[LuTrpyembin TEKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 8 okTs6psa 2020 r., 23:47
Komy: supportc4@elude.in

Tell me how long to wait?

yT, 8 okT. 2020 r. B 22:23, <supportc4@elude.in>:

[LMTpyembli TEKCT CKPbIT]
MaBen ManbueB <pmalcev@gmail.com> 9 okTs6psa 2020 r., 09:57

Komy: supportc4@elude.in

Good day!
When will we finish decoding the files?

4T, 8 okT. 2020 r. B 23:47, NaBen Manbues <pmalcev@gmail.com>:
[LnTnpyembit TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 9 okTs6ps 2020 r., 15:06
Komy: supportc4@elude.in
Konus: mencryptor@tutanota.com

Why are you silent and there is no answer from you?
When there will be a decorator. Time understanding is needed.

nT, 9 okT. 2020 r. B 09:57, Naeen ManbueB <pmalcev@gmail.com>:
[LMTpyembli TEKCT CKpPbIT]
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mencryptor@tutanota.com <mencryptor@tutanota.com> 9 okTs6psa 2020 1., 16:32
Komy: MNMaBen Manbues <pmalcev@gmail.com>

Wait

Securely sent with Tutanota. Get your own encrypted, ad-free mailbox:
https://tutanota.com

9 Oct 2020, 15:36 by pmalcev@gmail.com:

[LuTrpyembin TeKCT CKpbIT]

supportcd@elude.in <supportc4@elude.in> 10 okTa6pst 2020 r., 09:43
Komy: MNaBen ManbueB <pmalcev@gmail.com>

We are trying to get your key...
please be patient

MaBen ManbueB <pmalcev@gmail.com> 10 okTa6ps 2020 ., 11:09
Komy: supportc4@elude.in

It is not clear how long to wait. And so more than a day has passed. What are the general terms?

c6, 10 okT. 2020 r. B 09:49, <supportc4@elude.in>:

[LMTpyembli TEKCT CKPbIT]

Mail Delivery Subsystem <mailer-daemon@googlemail.com> 10 okTabps 2020 ., 11:09
Komy: pmalcev@gmail.com

H Noka He pocTaBneHo

v = Mpun goctaBke coobuieHnsa nony4varento supportcd@elude.in
BO3HMKNa BpeMeHHasa owmnbka. Gmail 6yget noBTOpPATL NOMNbITKA
B TeueHue 46 4. Ecnu goctaBntb NMCbMO He yaoacTcs, Bbl
nonyynTe yBeaomreHume.

lMony4YeHHbI OTBET:

TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
60315202517576:error:10000410:SSL routines:OPENSSL_internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;60315202517576:error:1000009a:SSL routines:OPENSSL_internal :HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:
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Final-Recipient: rfc822; supportc4@elude.in

Action: delayed

Status: 4.7.0

Remote-MTA: dns; mx4.privacyrequired.link. (2a00:7¢80:0:1b0:0:1ce:1ce:babe,

the server for the domain elude.in.)

Diagnostic-Code: smtp; TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
60315202517576:error:10000410:SSL routines:OPENSSL _internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;60315202517576:error:1000009a:SSL routines:OPENSSL _internal:HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Last-Attempt-Date: Sat, 10 Oct 2020 01:09:54 -0700 (PDT)

Will-Retry-Until: Sun, 11 Oct 2020 23:57:41 -0700 (PDT)

---------- Mepecbinaemoe coobLieHne ----------
From: "MaBen Manbues" <pmalcev@gmail.com>
To: supportc4@elude.in

Cc:

Bcc:

Date: Fri, 9 Oct 2020 09:57:03 +0300

Subject: Re: Harma Team

————— Message truncated -----

MaBen ManbueB <pmalcev@gmail.com> 10 okTabps 2020 ., 11:12
Komy: mencryptor@tutanota.com
Konus: supportc4@elude.in

It is not clear how long to wait. And so more than a day has passed. What are the general terms?
The letter is not delivered to supportc4@elude.in and an error is displayed.

[LinTmpyembit TEKCT CKPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 10 okTabps 2020 1., 11:26
Komy: MNaBen Manbues <pmalcev@gmail.com>

What is clear is that you have
tried to recover the files

So you have recovered it with
unauthorized programs and failed

It's your job to make it difficult for
us, and you have to wait

MaBen ManbueB <pmalcev@gmail.com> 10 okTa6psa 2020 r., 12:02
Komy: mencryptor@tutanota.com

We did not perform any data manipulation on the infected computer itself. Ball antivirus enabled. Maybe he did
something.
Then we are waiting for the key.

c6, 10 okT. 2020 r. B 11:26, <mencryptor@tutanota.com>:
[LMTvpyemblii TEKCT CKpPbIT]
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mencryptor@tutanota.com <mencryptor@tutanota.com> 10 okTabps 2020 ., 13:52
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

Your key is ready

Due to the use of antivirus and
unauthorized programs, we
encountered many problems

You must pay 0.07BTC as the
final amount

By paying the final amount, you
will receive all the keys without
any problems

After payment, we will send you
the channel address

20201010_141730.jpg
367K

MaBen ManbueB <pmalcev@gmail.com> 10 okTa6pst 2020 r., 14:05
Komy: mencryptor@tutanota.com

It is not true. We didn't use an antivirus.
You don't keep your promises and your words. Your message:

The amount you have to
deposit is 0.15 BTC.... We
only ask for money once....
So make the deal right
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I paid you and did everything as you asked. And I want

you to keep your promise and send the key.

c6, 10 okT. 2020 r. B 13:52, <mencryptor@tutanota.com>:

[LinTnpyembin TeKCT cKpbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 10 okTabps 2020 1., 14:10
Komy: MNMaBen Manbues <pmalcev@gmail.com>

We do what we say
And your key is ready

You have made our work very
difficult, so you have no choice
but to pay

The channel address is ready

MaBen ManbueB <pmalcev@gmail.com> 10 okTa6ps 2020 ., 14:22
Komy: mencryptor@tutanota.com

| don't have that kind of money. And so the loan had to be taken. But you don't care. The first time you didn't keep
your promise means you won't keep it the next time. I'm waiting for the key that | paid for believing you.

And there is always a choice. Accept the situation and move on from scratch remembering the lesson learned.
cb6, 10 okT. 2020 r. B 14:10, <mencryptor@tutanota.com>:

[LinTnpyembiin TEKCT CKpbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 10 okTs6ps 2020 r., 14:39
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

The key is ready and | sent you a
small amount of it

We put it inside the Telegram
channel

The address will be sent to you
upon payment of the requested
money
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You have 24 hours
After that, both the key and the
channel will be removed

10 Oct 2020, 14:52 by pmalcev@gmail.com:

[LMTvpyemblii TEKCT CKpPbIT]

Mail Delivery Subsystem <mailer-daemon@googlemail.com> 10 okTsI6ps 2020 r., 16:48
Komy: pmalcev@gmail.com

H Noka He gocTaBnNeHo

v = Mpn poctaBke coobuieHns nony4varesnto supportc4@elude.in
BO3HMKNa BpeMeHHas owmnbka. Gmail 6yget noBTOpATb NOMbITKM
B TeueHue 46 4. Ecnu goctaBuTb NMCbMO He yaacTcs, Bbl
nony4nTe yBegoMneHune.

Mony4eHHbIN OTBET:

TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
60177725512712:error:10000410:SSL routines:OPENSSL_internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;60177725512712:error:1000009a:SSL routines:OPENSSL_internal :HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Final-Recipient: rfc822; supportc4@elude.in

Action: delayed

Status: 4.7.0

Remote-MTA: dns; mx4.privacyrequired.link. (2a00:7¢80:0:1b0:0:1ce:1ce:babe,

the server for the domain elude.in.)

Diagnostic-Code: smtp; TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
60177725512712:error:10000410:SSL routines:OPENSSL _internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;60177725512712:error:1000009a:SSL routines:OPENSSL _internal: HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Last-Attempt-Date: Sat, 10 Oct 2020 06:48:24 -0700 (PDT)

Will-Retry-Until: Mon, 12 Oct 2020 05:07:34 -0700 (PDT)

---------- Mepecbinaemoe coobLueHne ----------
From: "MNaBen ManbLeB" <pmalcev@gmail.com>
To: supportc4@elude.in

Cc: mencryptor@tutanota.com

Bcc:

Date: Fri, 9 Oct 2020 15:06:56 +0300

Subject: Re: Harma Team

----- Message truncated -----
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MaBen ManbueB <pmalcev@gmail.com> 10 okTabps 2020 ., 17:31
Komy: mencryptor@tutanota.com

There is no more money. $ 100 left. It was promised that the key will be provided for 0.15BTC. What has not been
done and some excuses have been invented about the antivirus.
This is not normal and human. But you seem to be alien to it. | don't want to starve because of your greed.

cb6, 10 okT. 2020 r. B 14:39, <mencryptor@tutanota.com>:
[LnMTrpyemblii TEKCT CKpPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 10 okTa6ps 2020 r., 18:11
Komy: MaBen Manbues <pmalcev@gmail.com>

The decision is yours
At the end of the day we will
delete something

10 Oct 2020, 18:01 by pmalcev@gmail.com:

[LinTmpyembin TEKCT CKPbIT]

Nasen ManbueB <pmalcev@gmail.com> 10 okTs16ps 2020 r., 19:36
Komy: mencryptor@tutanota.com

No money left.

For our part, we did everything as agreed. We are waiting for the promised from you.

Instead of a normal response about you, the fact that after payment you decrypt the files | will pay and write on
hundreds of forums that "those who make encoders, including Harma Team, do not fulfill their promises and do not
decode files" and | will drop our correspondence with you.

And if the code is sent, | promise to write that in fact you have the keys for decryption and you send them to the one
who paid.

You decide.

c6, 10 okT. 2020 r. B 18:11, <mencryptor@tutanota.com>:

[LinTnpyembit TEKCT CKPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 10 okTs6ps 2020 r., 19:53
Komy: MaBen Manbues <pmalcev@gmail.com>

The decision of our team has
been made

If you want to lose in this deal,
then you can put your word in the
forum.

You did something on the server
that was against our rules and we
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spent a lot of time and money on
your files.

For the last time, | say that your
key is ready and has been placed
in the Telegram channel

You can get the address by
paying the last amount

The channel will be deleted
automatically in 18 hours

10 Oct 2020, 20:06 by pmalcev@gmail.com:

[LinTupyembin TeKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 10 okTa6pst 2020 ., 21:33
Komy: mencryptor@tutanota.com

You did not put forward any rules other than how to pay 0.15BTC, but assured you that upon payment you would
reset the key and asked you to trust, which we did, but in fact it was a lie and extortion of additional money. There is
no faith.

You already got what you wanted. And | have nothing in return. Everything you say turned out to be a hoax

| also guarantee the maximum number of reviews about your deception. It is so indeed.

Think about it. You have already deceived me twice.

And there is no money either. All that remains is to sell the kidney, but | won't be able to do it in 18 hours

c6, 10 okT. 2020 r. B 19:53, <mencryptor@tutanota.com>:

[LinTupyembin TEKCT CKpbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 10 okTa6psa 2020 r., 21:51
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

| sent you part of the key
| hope your work is solved with
this part

There is no other grace and we
do not harm ourselves because of
you

Good luck
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fDE4R1nGIW2GUUEVYZF879g8sg
KXTETFeELqtBF68W60+
P9IMFpPI3zLxOt6cApzlywRNDXi
Ex2e
GQZriBcaFO4GPgjsk540ro401G
EVUs
cYPCgStM50YcSKeqKsTKG3KX
oULxue

WCeQghKbEY Ci4lAxxdKd+f\Wb4r
2cL+
vr3R/8jh+2cCOWYKZUQS8Ltwnsk
+ATKDvy4/
tmrmbOGcVCXmSQ271lePgM9c
UKNLIv
Tt3ZyuZ2WCQOnerV8iN90zbc63
KMo8
4TcdEIEUMVhXjO3YisxV6PnueM
19Y1
Hur50SaecviDHQcWTqrTKVdAP
JAzJHuUg8JKYFvZDLc+
TVTfdgO65eBs869gzk2tykhxa6\W
0d+YbFUfNIBf+
FQROXcrJIx2BEEpXXo6CX1/
YkQ9RnvgAqg6xDyP5ZPKrt1Vyqw
1Quz
dZ7x4VIeGOWpnFaKpzpdINDQU
IxOwUCwjT/Qgsdv0fV+SMqwsg/
CPYbx8MLKCPEaZXJgxUw/Y8E
+gA2mBjY05Z+
RnZvSkpgJ7pX8mJ2hRisK+CcQ
8A/
JO4FWPOH31HEp97fXI1nJIDrZM
8PA5
VbgbC7hZhWd8tyVyEXFygnJJm
g1jlonYlyvaLML1CYcWijiz2pB7+
26UMCKk8hw+

https://mail.google.com/mail/u/0?ik=0607be59f5&view=pt&search=all&permthid=thread-f%3A1679892820772601552&simpl=msg-f%3A16798... ~ 15/30



NhJ7b4QjMVjptgQWOY7bg3kpCg
a3YPmIr2FDMbhDgnnOIRjC+
kCjVOH7JIRB11QYqgrxVQFxB325
niw/
uHFT+Toqpvbq1qvreKg5fbPjxbCc
3/
6bzvkHR303pEGQ/bVQO95ZW+
ulyCEaRrdMnpPgf6 G4Y sXtpdkSl
zJ2/1a8oaH2vninl0=

10 Oct 2020, 22:03 by pmalcev@gmail.com:

[LMTpyembli TEKCT CKPbIT]

Mail Delivery Subsystem <mailer-daemon@googlemail.com> 11 okTa6ps 2020 r., 12:02
Komy: pmalcev@gmail.com

H Noka He pocTaBneHo

¥ = Mpun goctaBke coobuieHunsa nony4vartento supportcd@elude.in
BO3HMKIa BpeMeHHasa owmbka. Gmail byget noBTOpSATb NOMbITKA
B TeueHue 21 4. Ecnu goctaBntb NMCbMO He yaacTcs, Bbl
nony4yuTe yBeaoMreHue.

MMony4YeHHbI OTBET:

TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
57815450148872:error:10000410:SSL routines:OPENSSL_internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;57815450148872:error:1000009a:SSL routines:OPENSSL_internal :HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Final-Recipient: rfc822; supportc4@elude.in
Action: delayed

Status: 4.7.0

Remote-MTA: dns; mx4.privacyrequired.link. (2a00:7¢80:0:1b0:0:1ce:1ce:babe,

the server for the domain elude.in.)

Diagnostic-Code: smtp; TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
57815450148872:error:10000410:SSL routines:OPENSSL _internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;57815450148872:error:1000009a:SSL routines:OPENSSL _internal:HANDSHAKE_FAILURE_ON_CLIENT _
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Last-Attempt-Date: Sun, 11 Oct 2020 02:02:15 -0700 (PDT)

https://mail.google.com/mail/u/0?ik=0607be59f5&view=pt&search=all&permthid=thread-f%3A1679892820772601552&simpl=msg-f%3A16798... ~ 16/30
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Will-Retry-Until: Sun, 11 Oct 2020 23:57:41 -0700 (PDT)

—————————— Mepecbinaemoe coobLueHne ----------
From: "MNaBen ManbLeB" <pmalcev@gmail.com>
To: supportc4@elude.in

Cc:

Bcc:

Date: Fri, 9 Oct 2020 09:57:03 +0300

Subject: Re: Harma Team

----- Message truncated -----

Mail Delivery Subsystem <mailer-daemon@googlemail.com> 11 okTa6ps 2020 1., 12:19
Komy: pmalcev@gmail.com

H Noka He pocTaBneHo

v = Mpn poctaBke coobuieHus nony4varesnto supportc4@elude.in
BO3HUMKIa BpeMeHHasa owwmbka. Gmail byget noBTOPSATb NOMbITKA
B TeueHue 46 4. Ecnu goctaBntb NMCbMO He yaacTcs, Bbl
nony4nTe yBeqoMneHune.

lMonyyeHHbIN OTBET:

TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
15928856424392:error:10000410:SSL routines:0OPENSSL_internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;15928856424392:error:1000009a:SSL routines:0OPENSSL_internal :HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Final-Recipient: rfc822; supportc4@elude.in

Action: delayed

Status: 4.7.0

Remote-MTA: dns; mx4.privacyrequired.link. (2a00:7¢c80:0:1b0:0:1ce:1ce:babe,

the server for the domain elude.in.)

Diagnostic-Code: smtp; TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
15928856424392:error:10000410:SSL routines:OPENSSL _internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;15928856424392:error:1000009a:SSL routines:OPENSSL _internal:HANDSHAKE_FAILURE_ON_CLIENT _
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Last-Attempt-Date: Sun, 11 Oct 2020 02:19:29 -0700 (PDT)

Will-Retry-Until: Tue, 13 Oct 2020 01:13:16 -0700 (PDT)

—————————— Mepecbinaemoe coobLieHne ----------

From: "IMaBen Manbues" <pmalcev@gmail.com>

To: mencryptor@tutanota.com

Cc: supportc4@elude.in

Bcc:

Date: Sat, 10 Oct 2020 11:12:38 +0300

Subject: Fwd: Harma Team

It is not clear how long to wait. And so more than a day has passed. What are the general terms?
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The letter is not delivered to supportc4@elude.in and an error is displayed.

¢6, 10 okT. 2020 r. B 09:49, <supportcd@elude.in>:

We are trying to get your key...
please be patient

Mail Delivery Subsystem <mailer-daemon@googlemail.com> 11 okTa6ps1 2020 r., 12:59
Komy: pmalcev@gmail.com

H Noka He pocTaBneHo

vy = Mpn poctaBke coobuieHns nony4varento supportc4@elude.in
BO3HMKIIA BpeMeHHas owmnbka. Gmail 6yget noBTOPSATb NOMbITKM
B TedeHue 46 4. Ecnu goctaBuTb NMCbMO He yaacTcs, Bbl
nonyyuTe yBegomIieHue.

Mony4eHHbIN OTBET:

TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
15323228404296:error:10000410:SSL routines:OPENSSL_internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;15323228404296:error:1000009a:SSL routines:OPENSSL_internal :HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Final-Recipient: rfc822; supportc4@elude.in

Action: delayed

Status: 4.7.0

Remote-MTA: dns; mx4.privacyrequired.link. (2a00:7¢80:0:1b0:0:1ce:1ce:babe,

the server for the domain elude.in.)

Diagnostic-Code: smtp; TLS Negotiation failed: FAILED_PRECONDITION: starttls error (71):
15323228404296:error:10000410:SSL routines:OPENSSL _internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;156323228404296:error:1000009a:SSL routines:OPENSSL _internal: HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Last-Attempt-Date: Sun, 11 Oct 2020 02:59:33 -0700 (PDT)

Will-Retry-Until: Tue, 13 Oct 2020 01:10:25 -0700 (PDT)

---------- Mepecbinaemoe coobLueHne ----------

From: "MaBen Manbues" <pmalcev@gmail.com>

To: supportc4@elude.in

Cc:

Bcc:

Date: Sat, 10 Oct 2020 11:09:47 +0300

Subject: Re: Harma Team

It is not clear how long to wait. And so more than a day has passed. What are the general terms?
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¢6, 10 okT. 2020 r. B 09:49, <supportc4@elude.in>:

We are trying to get your key...
please be patient

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 13:02
Komy: mencryptor@tutanota.com

Copied part of the key from the last message. The key does not match. After copying to the decrypt window and
clicking OK, nothing happens. Maybe we're doing something wrong?
And what is the way to check the veracity of your words?

cb6, 10 okT. 2020 r. B 21:51, <mencryptor@tutanota.com>:
[LiTrpyembli TEKCT CKpPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 13:08
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

|s part of the key

You must have all the keys that
you can enter in the software and
hit the descript key

Pay until the time is not over

11 Oct 2020, 13:32 by pmalcev@gmail.com:

[LMTrpyembli TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 13:53
Komy: mencryptor@tutanota.com

So why was this circus with a set of letters in the previous letter? You will prove that you can decipher. You have an
encrypted file in our correspondence. Prove that you have the key and can decrypt it. A set of letters and | can send.
We paid the agreed amount of 0.15BTC. There is no more money. Be people of your word and do as promised.

BC, 11 okT. 2020 r. B 13:08, <mencryptor@tutanota.com>:
[LinTmpyembin TEKCT CKPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okT6ps1 2020 r., 13:59
Komy: MaBen Manbues <pmalcev@gmail.com>

https://mail.google.com/mail/u/0?ik=0607be59f5&view=pt&search=all&permthid=thread-f%3A1679892820772601552&simpl=msg-f%3A16798... ~ 19/30
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You can send us a file to prove
your key is ready

But the key will not be sent to you
until you pay the final amount

11 Oct 2020, 14:23 by pmalcev@gmail.com:

[LinTupyembin TeKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okta6ps 2020 r., 14:05
Komy: mencryptor@tutanota.com

BC, 11 okT. 2020 r. B 13:59, <mencryptor@tutanota.com>:
[LinTupyembin TeKCT CKpbIT]

[ 310320_244072.dbf.id-3E8A2508.[SupportC4@elude.in].harma
2K

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 14:52
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

You sent me this code ID:
BC481DE6

The code sent on the file is
different

Upload a file that matches the
code

11 Oct 2020, 14:35 by pmalcev@gmail.com:

[LinTnpyembiin TEKCT CKpbIT]

Nasen ManbueB <pmalcev@gmail.com> 11 okT6ps1 2020 r., 14:58
Komy: mencryptor@tutanota.com

Attached is a picture from our screen and a file from a removable disk that is infected.

BC, 11 okT. 2020 r. B 14:52, <mencryptor@tutanota.com>:
[LinTnpyembin TeKCT CKpbIT]

MpunoxeHunn: 2

Tpeb6oBaHusA.jpg
50K
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=

Bl your fkes hawe baan ancrpphod!

pm e wasian

oy e ey

D 2872_01.03.2020.csv.id-3E8A2508.[SupportC4@elude.in].harma
1K

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTab6ps 2020 r., 15:11
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

Like | said, you have to send the
file with the BC481DEG6 ID on it

11 Oct 2020, 15:28 by pmalcev@gmail.com:

[LinTupyembin TeKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okta6ps 2020 r., 15:25
Komy: mencryptor@tutanota.com

BC, 11 okT. 2020 r. B 15:11, <mencryptor@tutanota.com>:
[LinTnpyembin TeKCT CKpbIT]

D backup_22_01_2020.backup.id-3E8A2508.[SupportC4@elude.in].harma
336K

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 15:34
Komy: MNMaBen Manbues <pmalcev@gmail.com>

Decrypt

MpunoxeHnin: 2

D 2872_01.03.2020.csv
1K

D 310320_244072.dbf
1K

MNasen ManbueB <pmalcev@gmail.com> 11 okTa6ps1 2020 r., 15:50
Komy: mencryptor@tutanota.com

You stated that these files have a different ID and at the same time they were decrypted, but the file is not in the
attachment. What's the catch?
A virtual system was spinning on the computer. And she has a separate ID?

Bc, 11 okT. 2020 r. B 15:34, <mencryptor@tutanota.com>:

Decrypt
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mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 15:53
Komy: MNMaBen Manbues <pmalcev@gmail.com>

We can reopen it with any 1D

Over time, the number of IDs
increases and you have to pay
more for each ID

11 Oct 2020, 16:20 by pmalcev@gmail.com:

[LMTpyemblii TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 18:01
Komy: mencryptor@tutanota.com

this file?

BC, 11 okT. 2020 r. B 15:53, <mencryptor@tutanota.com>:
[LinTnpyembit TEKCT CKPbIT]

D backup_22_01_2020.backup.id-3E8A2508.[SupportC4@elude.in].harma
336K

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 1., 18:10
Komy: MNMaBen Manbues <pmalcev@gmail.com>

The test file has been reopened
for you and the key will be
removed in three hours

The cost after removal will be
3,000%

11 Oct 2020, 18:31 by pmalcev@gmail.com:

[LinTmpyembin TEKCT CKPbIT]

Mail Delivery Subsystem <mailer-daemon@googlemail.com> 11 okT6ps1 2020 1., 18:34
Komy: pmalcev@gmail.com

Noka He pocTaBneHo
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H Mpn poctaBke coobuieHns nony4varento supportc4@elude.in Bo3HUKNa
BpemeHHasi owmbka. Gmail 6yaet noBTOpATHL NONbLITKM B TedeHue 20 4. Ecnn

P = OOCTaBUTb NMNCbMO HE yOacTCA, Bbl NONy4YnTe yBeaoMI1eHUNE.

lMonyyeHHbIN OTBET:

TLS Negotiation failed: FAILED_PRECONDITION: starttls error (0):
60177783817096:error:10000410:SSL routines:0OPENSSL_internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;60177783817096:error:1000009a:SSL routines:0OPENSSL_internal :HANDSHAKE_FAILURE_ON_CLIENT_
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Final-Recipient: rfc822; supportc4@elude.in

Action: delayed

Status: 4.7.0

Remote-MTA: dns; mx4.privacyrequired.link. (2a00:7¢80:0:1b0:0:1ce:1ce:babe,

the server for the domain elude.in.)

Diagnostic-Code: smtp; TLS Negotiation failed: FAILED_PRECONDITION: starttls error (0):
60177783817096:error:10000410:SSL routines:OPENSSL _internal:SSLV3_ALERT_HANDSHAKE_FAILURE:
third_party/openssl/boringssl/src/ssl/tls_record.cc:594:SSL alert number 40
;60177783817096:error:1000009a:SSL routines:OPENSSL _internal:HANDSHAKE_FAILURE_ON_CLIENT _
HELLO:third_party/openssl/boringssl/src/ssl/handshake.cc:603:

Last-Attempt-Date: Sun, 11 Oct 2020 08:34:40 -0700 (PDT)

Will-Retry-Until: Mon, 12 Oct 2020 05:07:34 -0700 (PDT)

—————————— Mepecbinaemoe coobLieHne ----------
From: "lMaBen Manbues" <pmalcev@gmail.com>
To: supportc4@elude.in

Cc: mencryptor@tutanota.com

Bcc:

Date: Fri, 9 Oct 2020 15:06:56 +0300

Subject: Re: Harma Team

----- Message truncated -----

MaBen ManbueB <pmalcev@gmail.com> 11 okta6ps 2020 r., 19:49
Komy: mencryptor@tutanota.com

Trying to find money

Bc, 11 okT. 2020 r. B 18:10, <mencryptor@tutanota.com>:
[LMTpyemblii TEKCT CKPbIT]

MaBsen ManbueB <pmalcev@gmail.com> 11 okT6ps1 2020 r., 20:15
Komy: mencryptor@tutanota.com

If we find the money, do you guarantee the key without additional conditions?

BC, 11 okT. 2020 . B 19:49, NMaBen ManbueB <pmalcev@gmail.com>;
[LinTmpyembin TEKCT CKPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps1 2020 r., 20:30
Komy: MNaBen Manbues <pmalcev@gmail.com>
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Rest assured the key will be sent
with your ID

11 Oct 2020, 20:45 by pmalcev@gmail.com:

[LMTpyembli TEKCT CKpPbIT]

Nasen ManbueB <pmalcev@gmail.com> 11 okTa6ps1 2020 r., 20:39
Komy: mencryptor@tutanota.com

Takon hanin mMbl TOXe CMOXeM paswmndposatb? Novemy Bbl nucanu uto gpyron ID y meHs B hannax?
Yepes ckonbko nocne onnatbl npuwnéTe kntov?Can we decrypt such a file too? Why did you write that another ID is
in my files? How long after payment will you send the key?

Bc, 11 okT. 2020 r. B 20:30, <mencryptor@tutanota.com>:
[LMTrpyembli TEKCT CKPbIT]

D 291019_204469.dbf.id-3E8A2508.[SupportC4@elude.in].harma
1K

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okta6ps 2020 r., 20:53
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

Your files are encrypted with two
identifiers

Pay 0.1BTC if you want to reopen
them all without any problems

If you want only one ID, pay
0.07BTC

If more time passes, more IDs will
be created

11 Oct 2020, 21:09 by pmalcev@gmail.com:

[LinTnpyembin TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 oktab6ps 2020 r., 20:57
Komy: mencryptor@tutanota.com

We need the key that decrypts the file in the attachment. There is no money anyway. Will it be done?
How long will the key be sent?

BC, 11 okT. 2020 r. B 20:53, <mencryptor@tutanota.com>:
[LMTvpyeMbli TEKCT CKPbIT]
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D 2872_31.10.2019.csv.id-3E8A2508.[SupportC4@elude.in].harma
1K

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 21:10

Komy: MaBen ManbueB <pmalcev@gmail.com>

Do not send money There is no
key

11 Oct 2020, 21:27 by pmalcev@gmail.com:

[LinTupyembin TEKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6psa 2020 r., 21:12

Komy: mencryptor@tutanota.com
after receiving the money, how can you immediately reset the key?

BC, 11 okT. 2020 r. B 21:10, <mencryptor@tutanota.com>:
[LinTnpyemblii TEKCT CKPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 21:23

Komy: MaBen Manbues <pmalcev@gmail.com>

BC481DEG6
3E8A2508

Your server is encrypted with
these two identifiers

The first ID is ready and the
second ID takes 12 hours to
prepare

You have to pay 0.1BTC for both
of them

If you waste time, the IDs will be
more

11 Oct 2020, 21:42 by pmalcev@gmail.com:
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after receiving the money, how can you immediately reset the key?
[LMTpyembli TEKCT CKPbIT]

Nasen ManbueB <pmalcev@gmail.com> 11 okTa6ps1 2020 1., 21:39
Komy: mencryptor@tutanota.com

We paid only 0.07BTC for 1 identifier (https://www.blockchain.com/ru/btc/address/
1Q5z3a2RdPz2jrukWnTgAjUKZvtZ5Q9zwb).

Once again | uploaded the files that you decrypted earlier and for which there is a key.

We ask you to send it.

BC, 11 okT. 2020 r. B 21:23, <mencryptor@tutanota.com>:
[LMTpyembli TEKCT CKPbIT]

MpunoxeHunn: 2

[ 310320_244072.dbf.id-3E8A2508.[SupportC4@elude.in].harma
2K

D 2872_01.03.2020.csv.id-3E8A2508.[SupportC4@elude.in].harma
1K

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 21:42
Komy: mencryptor@tutanota.com

https://m.btc.com/630417b592b58d57a735ec7763155ab031fdc6421de9c10be266f67d14df4326

Bc, 11 okT. 2020 r. B 21:39, MNMaeen Manbues <pmalcev@gmail.com>:
[LMTvpyembli TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 21:50
Komy: mencryptor@tutanota.com

The transfer is confirmed and in your account. Please send the decryption key as promised.

Bc, 11 okT. 2020 r. B 21:42, MNMasen Manbues <pmalcev@gmail.com>:
[LMTpyembli TEKCT CKPbIT]
MaBen ManbueB <pmalcev@gmail.com> 11 okta6ps 2020 r., 22:05

Komy: mencryptor@tutanota.com

Nothing works.
What needs to be done to decrypt the file? How to use the program?

Bc, 11 okT. 2020 r. B 21:50, MNMasen Manbues <pmalcev@gmail.com>:
[LinTmpyembi TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 22:25
Komy: mencryptor@tutanota.com

Need help!
Why doesn't he decrypt anything?

BC, 11 okT. 2020 r. B 22:05, NMaeen Manbues <pmalcev@gmail.com>;
[LMTpyeMbli TEKCT CKpPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 22:26
Komy: MNMaBen ManbueB <pmalcev@gmail.com>
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Scan your files, then select the
script option and enter the key,
then click OK

Any file encrypted with
BC481DEG6 will be reopened

Pay attention to the writings on
the files and what code is on them

11 Oct 2020, 22:55 by pmalcev@gmail.com:

[LinTnpyembin TeKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 22:47

Komy: mencryptor@tutanota.com

The word did not help us at all.
Please send the second key. We paid a lot already.
You have it. You have already sent us files decrypted with another key.

BC, 11 okT. 2020 r. B 22:26, <mencryptor@tutanota.com>:
[LinTupyemebin TeKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 22:54

Komy: mencryptor@tutanota.com

Now | will send another 0.03BTC.
Just send the key today.

BC, 11 okT. 2020 r. B 22:47, MNaBen ManbueB <pmalcev@gmail.com>:
[LinTnpyembiit TEKCT CKpbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTab6ps 2020 r., 22:57

Komy: MNaBen Manbues <pmalcev@gmail.com>

We told you that the keys are two

You just asked for one and we
deleted the other

0.07BTC is required for recovery

We will send it today
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11 Oct 2020, 23:24 by pmalcev@gmail.com:

[LMTpyembli TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okta6ps 2020 r., 23:01
Komy: mencryptor@tutanota.com

Don't mock. Go to the meeting. Leave no panties.
Please give me 0.4BTC. Be human.

BC, 11 okT. 2020 r. B 22:57, <mencryptor@tutanota.com>:
[LinTmpyembin TEKCT CKPbIT]

Nasen ManbueB <pmalcev@gmail.com> 11 okTa6pst 2020 r., 23:04
Komy: mencryptor@tutanota.com

Don't mock. Go to the meeting. Leave no panties.
Please give me 0.04BTC. Be human.

BC, 11 okT. 2020 r. B 23:01, MNMaeen ManbueB <pmalcev@gmail.com>;
[LMTvpyembli TEKCT CKpPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 ., 23:12
Komy: MNMaBen ManbueB <pmalcev@gmail.com>

We insisted on buying both of
them with 0.1BTC

But you insisted that you only
want one of them

We removed the key as you said
and need 0.07BTC to rebuild

11 Oct 2020, 23:34 by pmalcev@gmail.com:

[LMTrpyembli TEKCT CKPbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 23:17
Komy: mencryptor@tutanota.com

Prepare the key.
Right now the creditors will send you. | will send a link how the translation will be made.

BC, 11 okT. 2020 r. B 23:12, <mencryptor@tutanota.com>:
[LnTpyembli TEKCT CKPbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 23:23
Komy: MNMaBen Manbues <pmalcev@gmail.com>
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After sending the money, the
preparation will start

11 Oct 2020, 23:47 by pmalcev@gmail.com:

[LinTnpyembin TEKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTabps 2020 r., 23:42
Komy: mencryptor@tutanota.com

Funds transferred (https://btc.com/545d82a39aa144300b4230b1d41c5aac52be121770fdd6b85b158c7e346d4c2f)
You promised to translate today.
We are waiting for the key today.

We told you that the keys are two

You just asked for one and we
deleted the other

0.07BTC is required for recovery

We will send it today

BC, 11 okT. 2020 r. B 22:57, <mencryptor@tutanota.com>:
[LinTnpyembin TeKCT CKpbIT]

mencryptor@tutanota.com <mencryptor@tutanota.com> 11 okTa6ps 2020 r., 23:48
Komy: MNMaBen Manbues <pmalcev@gmail.com>

How much you sent?

12 Oct 2020, 00:12 by pmalcev@gmail.com:

[LinTnpyembin TEKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 23:49
Komy: mencryptor@tutanota.com

as you said 0.07BTC

Bc, 11 okT. 2020 r. B 23:48, <mencryptor@tutanota.com>:
[LinTnpyembin TeKCT CKpbIT]

MaBen ManbueB <pmalcev@gmail.com> 11 okTa6ps 2020 r., 23:49
Komy: mencryptor@tutanota.com

https://www.blockchain.com/ru/btc/address/1Q5z3a2RdPz2jruk WnTgAjUKZvtZ5Q9zwb
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Bc, 11 okT. 2020 r. B 23:49, NMasen Manbues <pmalcev@gmail.com>:
[LMTpyembli TEKCT CKPbIT]
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